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PKI commands

The device supports the FIPS mode that complies with NIST FIPS 140-2 requirements. Support for
features, commands, and parameters might differ in FIPS mode and non-FIPS mode. For more
information about FIPS mode, see Security Configuration Guide.

attribute

Use attribute to configure a rule to filter certificates based on an attribute in the certificate issuer
name, subject name, or alternative subject name field.

Use undo attribute to remove an attribute rule.

Syntax

attribute id {alt-subject-name { fqdn | ip } | { issuer-name | subject-name }
{dn ]| fgdn J ip}}{ctn] equ | nctn | nequ } attribute-value

undo attribute id
Default
No attribute rules exist.
Views
Certificate attribute group view
Predefined user roles
network-admin
Parameters
id: Specifies a rule ID in the range of 1 to 16.
alt-subject-name: Specifies the alternative subject name field.
fqdn: Specifies the FQDN attribute.
i p: Specifies the IP address attribute.
dn: Specifies the DN attribute.
issuer-name: Specifies the issuer name field.
subject-name: Specifies the subject name field.
ctn: Specifies the contain operation.
equ: Specifies the equal operation.
nctn: Specifies the not-contain operation.
nequ: Specifies the not-equal operation.
attribute-value: Sets an attribute value, a case-insensitive string of 1 to 128 characters.
Usage guidelines

Different certificate fields support different attributes.

e  The subject name field and the issuer name field can contain a single DN, multiple FQDNs, and
multiple IP addresses.

e  The alternative subject name field can contain multiple FQDNs and IP addresses but zero DNs.



An attribute rule is a combination of an attribute-value pair with an operation keyword, as listed
in Table 1.

Table 1 Combinations of attribute-value pairs and operation keywords

Operation = DN FQDN/IP

The DN contains the specified = Any FQDN or IP address contains the specified attribute

ctn attribute value. value.

netn The DN does not contain the None of the FQDNs or IP addresses contain the specified

specified attribute value. attribute value.
equ The DN is the same as the Any FQDN or IP address is the same as the specified
q specified attribute value. attribute value.
nequ The DN is not the same as the | None of the FQDNSs or IP addresses are the same as the

specified attribute value. specified attribute value.

A certificate matches an attribute rule if it contains an attribute that matches the criterion defined in
the rule. For example, a certificate matches the attribute 1 subject-name dn ctn abc rule if it meets
the following conditions:

e  The subject name field of the certificate contains the DN attribute.
e  The DN attribute value contains the abc string.

A certificate matches an attribute group if it matches all attribute rules in the group.

Examples

# Create a certificate attribute group and enter its view.

<Sysname> system-view

[Sysname] pki certificate attribute-group mygroup

# Configure an attribute rule to match certificates that contain the abc string in the subject DN.
[Sysname-pki-cert-attribute-group-mygroup] attribute 1 subject-name dn ctn abc

# Configure an attribute rule to match certificates that do not contain FQDN abc in the issuer name
field.

[Sysname-pki-cert-attribute-group-mygroup] attribute 2 issuer-name fgdn nequ abc

# Configure an attribute rule to match certificates that do not contain IP address 10.0.0.1 in the
alternative subject name field.

[Sysname-pki-cert-attribute-group-mygroup] attribute 3 alt-subject-name ip nequ 10.0.0.1

Related commands

display pki certificate attribute-group

rule

ca identifier

Syntax

Default

Use ca identifier to specify the trusted CA.

Use undo ca i1dentifier to restore the default.

ca identifier name

undo ca identifier

No trusted CA is specified.



Views

PKI domain view

Predefined user roles

network-admin

Parameters

name: Specifies the trusted CA by its name, a case-sensitive string of 1 to 63 characters.

Usage guidelines

To obtain a CA certificate in a PKI domain, you must specify the trusted CA name. The trusted CA
name uniquely identifies the CA to be used if multiple CAs exist on the CA server specified for the
PKI domain.

Make sure the specified CA name is consistent with the name of the CA that owns the CA certificate
to be obtained.

Examples

# Set the name of the trusted CA to new-ca.
<Sysname> system-view

[Sysname] pki domain aaa
[Sysname-pki-domain-aaa] ca identifier new-ca

certificate request entity

Syntax

Default

Views

Use certificate request entity to specify the PKI entity for certificate request.

Use undo certificate request entity to restore the default.

certificate request entity entity-name

undo certificate request entity

No PKI entity is specified for certificate request.

PKI domain view

Predefined user roles

network-admin

Parameters

entity-name: Specifies a PKI entity by its name, a case-insensitive string of 1 to 31 characters.

Usage guidelines

A PKI entity describes the identity attributes of an entity for certificate request, including the following
information:

e  Common name.

e  Organization.

e  Unitin the organization.

e  Locality.

e  State and country where the entity resides.
e FQDN.



° IP address.

You can specify only one PKI entity for a PKI domain. If you execute this command multiple times,
the most recent configuration takes effect.

Examples

# Specify PKI entity en1 for certificate request in PKI domain aaa.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request entity enl

Related commands
pki entity

certificate request from

Use certificate request from to specify the type of certificate request reception authority.
Use undo certificate request from to restore the default.
Syntax
certificate request from {ca]ra}
undo certificate request from
Default
The type of certificate request reception authority is not specified.
Views
PKI domain view
Predefined user roles
network-admin
Parameters
ca: Sends certificate requests to the CA.
ra: Sends certificate requests to the RA.
Usage guidelines

The CA server determines whether the CA or RA accepts certificate requests. This authority setting
must be consistent with the setting on the CA server.

Examples

# Sends certificate requests to the RA.

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request from ra

certificate request mode

Use certificate request mode to set the certificate request mode.

Use undo certificate request mode to restore the default.



Syntax

certificate request mode { auto [ password { cipher | simple } string ] |
manual }

undo certificate request mode
Default
The certificate request mode is manual.
Views
PKI domain view
Predefined user roles
network-admin
Parameters
auto: Specifies the auto certificate request mode.
password: Specifies a password for certificate revocation.
cipher: Specifies a password in encrypted form.

simple: Specifies a password in plaintext form. For security purposes, the password specified in
plaintext form will be stored in encrypted form.

string: Specifies the password. Its plaintext form is a case-sensitive string of 1 to 31 characters. Its
encrypted form is a case-sensitive string of 1 to 73 characters.

manual: Specifies the manual certificate request mode.

Usage guidelines
A certificate request can be submitted to a CA in offline or online mode. In online mode, a certificate
request can be automatically or manually submitted:

e Auto request mode—A PKI entity automatically obtains the CA certificate and submits a
certificate request to the CA when both of the following conditions exist:

o An associated application (IKE, for example) performs identity authentication.
o No certificate is available for the application on the device.

In auto request mode, specify the password for certificate revocation as required by the CA
policy.

e  Manual request mode—You must manually obtain the CA certificate and submit certificate
requests.

Examples
# Set the certificate request mode to auto.
<Sysname> system-view
[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request mode auto

# Set the certificate request mode to auto, and set the certificate revocation password in plain text to
123456.

<Sysname> system-view
[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request mode auto password simple 123456
Related commands
pki request-certificate



certificate request polling

Use certificate request polling to set the polling interval and the maximum number of
attempts to query certificate request status.

Use undo certificate request polling to restore the defaults.
Syntax
certificate request polling {countcount | interval interval }
undo certificate request polling{ count|] interval }
Default
The polling interval is 20 minutes, and the maximum number of attempts is 50.
Views
PKI domain view
Predefined user roles
network-admin
Parameters
count count: Specifies the maximum number of query attempts. The value range is 1 to 100.
interval interval: Specifies a polling interval in minutes. The value range is 5 to 168.
Usage guidelines

After a PKI entity submits a certificate request, it might take the CA server a while to issue the
certificate if the CA administrator must manually approve the certificate request. During this period,
the PKI entity periodically queries the CA server for the certificate request status. The periodic query
operation stops until the PKI entity obtains the certificate or the maximum number of query attempts
is reached. If the maximum number of query attempts is reached, the certificate request fails.

If the CA server automatically approves certificate requests, the PKI entity can obtain the certificate
immediately after it submits a certificate request. In this case, the PKI entity does not send queries to
the CA server.

Examples

# Set the polling interval to 15 minutes, and the maximum number of query attempts to 40.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request polling interval 15
[Sysname-pki-domain-aaa] certificate request polling count 40

Related commands
display pki certificate request-status

certificate request url

Use certificate request url to specify the URL of the certificate request reception authority
(CA or RA) to which the device should send SCEP certificate requests.

Use undo certificate request url to restore the default.

Syntax
certificate request url url-string [ vpn-instance vpn-instance-name ]
undo certificate request url



Default
The URL of the certificate request reception authority is not specified.
Views
PKI domain view
Predefined user roles
network-admin
Parameters

url-string: Specifies the URL of the certificate request reception authority, a case-sensitive
string of 1 to 511 characters. The URL length is restricted by the CLI string limitation or the
url-string parameter, whichever is smaller.

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the
certificate request reception authority server belongs. The vpn-instance-name argument
represents the VPN instance name, a case-sensitive string of 1 to 31 characters. If the certificate
request reception authority server is on the public network, do not specify this option.

Usage guidelines

The certificate request URL contains the location of the certificate request reception authority server
and the path of the application script on the server, in the format
http://server_location/cgi_script_location.

Examples

# Set the certificate request URL to http://169.254.0.1/certsrv/mscep/mscep.dil.
<Sysname> system-view
[Sysname] pki domain a

[Sysname-pki-domain-a] certificate request url
http://169.254_0.1/certsrv/mscep/mscep.dll

# Set the certificate request URL to http://mytest.net/certsrv/imscep/mscep.dll in MPLS L3VPN
instance vpnl.

<Sysname> system-view
[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] certificate request url
http://mytest._net/certsrv/mscep/mscep.dll vpn-instance vpnl

common-name

Use common-name to set the common name for a PKI entity.
Use undo common-name to restore the default.
Syntax
common-name common-name-sting
undo common-name
Default
No common name is set for a PKI entity.
Views

PKI entity view



Predefined user roles
network-admin
Parameters

common-name-sting: Specifies a common name, a case-sensitive string of 1 to 63 characters.
No comma can be included. You can set the username of the PKI entity as the common name.

Examples

# Set the common name to test for PKI entity en.
<Sysname> system-view

[Sysname] pki entity en
[Sysname-pki-entity-en] common-name test

country

Use country to set the country code of a PKI entity.
Use undo country to restore the default.
Syntax
country country-code-string
undo country
Default
No country code is set for a PKI entity.
Views
PKI entity view
Predefined user roles
network-admin
Parameters

country-code-string: Specifies a country code, a case-sensitive string of two characters. For
example, CN is the country code for China.

Examples

# Set the country code to CN for PKI entity en.
<Sysname> system-view

[Sysname] pki entity en
[Sysname-pki-entity-en] country CN

crl check enable

Use crl check enable to enable CRL checking.

Use undo crl check enable to disable CRL checking.
Syntax

crl check enable

undo crl check enable
Default

CRL checking is enabled.



Views
PKI domain view
Predefined user roles
network-admin
Usage guidelines

A CRL is a list of revoked certificates signed and published by a CA. Revoked certificates should no
longer be trusted.

Enable CRL checking to ensure that the device only accepts certificates that have not been revoked
by the issuing CA.

Examples

# Disable CRL checking.

<Sysname> system-view

[Sysname] pki domain aaa
[Sysname-pki-domain-aaa] undo crl check enable

Related commands
pki import
pki retrieve-certificate
pki validate-certificate

crl url

Use crl url to specify the URL of the CRL repository.
Use undo crl url to restore the default.
Syntax
crl url url-string [ vpn-instance vpn-instance-name ]
undo crl url
Default
The URL of the CRL repository is not specified.
Views
PKI domain view
Predefined user roles
network-admin
Parameters

url-string: Specifies the URL of the CRL repository, a case-sensitive string of 1 to 511
characters. The URL format is Idap://server_location or http://server_location. The URL
length is restricted by the CLI string limitation or the ur I -string parameter, whichever is smaller.

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a
case-sensitive string of 1 to 31 characters. If the CRL repository is on the public network, do not
specify this option.

Usage guidelines
To use CRL checking, a CRL must be obtained from a CRL repository.

The device selects a CRL repository in the following order:
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1. CRL repository specified in the PKI domain by using this command.
CRL repository in the certificate that is being verified.

3. CRLrepository in the CA certificate or CRL repository in the upper-level CA certificate if the CA
certificate is the certificate being verified.

After the previous selection process, if the CRL repository is not found, the device obtains the CRL
through SCEP. In this scenario, the CA certificate and the local certificates must have been obtained.

If an LDAP URL is specified, the device must connect to the LDAP server to obtain the CRL. If the
LDAP URL does not contain the address of the LDAP server, use the Idap-server command to
configure the server address in the PKI domain.

Examples

# Set the URL of the CRL repository to http://169.254.0.30.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] crl url http://169.254.0.30

# Set the URL of the CRL repository to Idap://169.254.0.30 in MPLS L3VPN instance vpnl.
<Sysname> system-view

[Sysname] pki domain 1

[Sysname-pki-domain-1] crl url ldap://169.254.0.30 vpn-instance vpnl

Related commands
ldap-server

pki retrieve-crl

display pki certificate access-control-policy

Use display pki certificate access-control-policy to display information about
certificate-based access control policies.

Syntax
display pki certificate access-control-policy [ policy-name ]
Views
Any view
Predefined user roles
network-admin
network-operator
Parameters

policy-name: Specifies a certificate-based access control policy by its name, a case-insensitive
string of 1 to 31 characters.

Usage guidelines

If you do not specify a policy name, this command displays information about all certificate-based
access control policies.

Examples

# Display information about certificate-based access control policy mypolicy.
<Sysname> display pki certificate access-control-policy mypolicy
Access control policy name: mypolicy
Rule 1 deny mygroupl
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Rule 2 permit mygroup2

# Display information about all certificate-based access control policies.
<Sysname> display pki certificate access-control-policy
Total PKI certificate access control policies: 2
Access control policy name: mypolicyl
Rule 1 deny mygroupl
Rule 2 permit mygroup2
Access control policy name: mypolicy2
Rule 1 deny mygroup3
Rule 2 permit mygroup4

Table 2 Command output

Field Description

Total PKI certificate access control Total number of certificate-based access control policies.

policies
ermit Permit certificates that match the attribute group in the access
P control rule.
deny Deny certificates that match the attribute group in the access control

rule.

Related commands

pki certificate access-control-policy

rule

display pki certificate attribute-group

Syntax

Views

Use display pki certificate attribute-group to display information about certificate
attribute groups.

display pki certificate attribute-group [ group-name ]

Any view

Predefined user roles

network-admin

network-operator

Parameters

group-name: Specifies a certificate attribute group by its name, a case-insensitive string of 1 to 31
characters.

Usage guidelines

If you do not specify a certificate attribute group, this command displays information about all
certificate attribute groups.

Examples

# Display information about certificate attribute group mygroup.
<Sysname> display pki certificate attribute-group mygroup
Attribute group name: mygroup
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Attribute 1 subject-name

Attribute 2 issuer-name

dn
fqdn

abc
app

ctn
nctn

# Display information about all certificate attribute groups.
<Sysname> display pki certificate attribute-group

Total PKI certificate attribute groups: 2.

Attribute group name: mygroupl

Attribute 1 subject-name dn ctn abc
Attribute 2 issuer-name fgdn nctn app
Attribute group name: mygroup2
Attribute 1 subject-name dn ctn def
Attribute 2 issuer-name fqdn nctn fqd
Table 3 Command output
Field Description
Total PKI certificate attribute groups Total number of certificate attribute groups.
ctn Contain operation.
nctn Not-contain operation.
equ Equal operation.
nequ Not-equal operation.
Attribute rule contents:
e alt-subject-name—Alternative subject name.
. issuer-name—cCertificate issuer name.
e subject-name—cCertificate subject name.
o fgdn—FQDN of the PKI entity.
Attribute 1 subject-name dn ctn abc e  ip—IP address of the PKI entity.

e dn—DN of the PKI entity.

e ctn—Indicates the contain operation.

e egu—Indicates the equal operation.

e nctn—lIndicates the not-contain operation.
e nequ—lIndicates the not-equal operation.

Related commands
attribute
pki certificate attribute-group

display pki certificate domain

Use display pki certificate domain to display information about certificates.

Syntax

display pki certificate domain domain-name { ca | local | peer [ serial
serial-num] }

Views
Any view
Predefined user roles

network-admin
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network-operator

Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 4.

Table 4 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe '

ca: Specifies the CA certificate.
local: Specifies the local certificates.
peer: Specifies the peer certificates.

serial serial-num: Specifies the serial number of a peer certificate.

Usage guidelines

If you specify the CA keyword, this command displays information about all CA certificates in the
domain. If the domain has RA certificates, the RA certificates are also displayed.

If you specify the local keyword, this command displays information about all local certificates in
the domain.

If you specify the peer keyword without a serial number, this command displays brief information
about all peer certificates. If you specify a serial number, this command display detailed information
about the specified peer certificate.

Examples

# Display information about the CA certificate in PKI domain aaa.
<Sysname> display pki certificate domain aaa ca
Certificate:
Data:
Version: 1 (0x0)
Serial Number:
5c:72:dc:c4:a5:43:cd:¥9:32:b9:¢c1:90:8F:dd:50:F6
Signature Algorithm: shalWithRSAEncryption
Issuer: C=cn, O=docm, OU=rnd, CN=rootca
Validity
Not Before: Jan 6 02:51:41 2011 GMT
Not After : Dec 7 03:12:05 2013 GMT
Subject: C=cn, O=ccc, OU=ppp, CN=rootca
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)
Modulus:
00:c4:fd:97:2c:51:36:df:4c:eaze8:c8:70:66:F0:
28:98:ec:5a:ee:d7:35:af:86:c4:49:76:6e:dd:40:
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4a:9e:8d:c0:cb:d9:10:9b:61:eb:0c:e0:22:ce:f6:
57:7c:bb:bb:1b:1d:b6:81:ad:90:77:3d:25:21:e6:
7e:11:0a:d8:1d:3c:8e:a4:17:1e:8c:38:da:97:f6:
6d:be:z09:e3:5f:21:c5:a0:6F:27:4b:e3:fb:9f:cd:
Cc1:91:18:Ff:16:ee:d8:cf:8c:e3:4c:a3:1b:08:5d:
84:7e:11:32:5F:1a:f8:35:25:¢c0:7e:10:bd:aa:0f:
52:db:7b:cd:5d:2b:66:5a:fb
Exponent: 65537 (0x10001)

Signature Algorithm: shalWithRSAEncryption
6d:bl:4e:d7:ef:bb:1d:67:53:67:d0:8F:7c:96:1d:2a:03:98:
3b:48:41:08:a4:8f:a9:c1:98:e3:ac:7d:05:54:7c:34:d5:ee:
09:5a:11:e3:c8:7a:ab:3b:27:d7:62:a7:bb:bc:7e:12:5e:9e:
4c:1c:4a:9f:d7:89:ca:20:46:de:c5:b3:ce:36:ca:5e:6e:dc:
e7:c6:fe:3f:c5:38:dd:d5:a3:36:ad:f4:3d:e6:32:7f:48:dF:
07:f0:22:32:89:86:72:22:cd:ed:e5:0f:95:df:9c:75:71:e7:
fe:34:c5:a0:64:1c:f0:5c:e4:8F:d3:00:bd:fa:90:b6:64:d8:
88:a6

# Display information about local certificates in the PKI domain aaa.
<Sysname> display pki certificate domain aaa local
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
bc:05:70:1f:0e:da:0d:10:16:1e
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=CN, O=sec, OU=software, CN=abdfdc
Validity
Not Before: Jan 7 20:05:44 2011 GMT
Not After : Jan 7 20:05:44 2012 GMT
Subject: 0=OpenCA Labs, OU=Users, CN=Fips fips-sec
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:b2:38:ad:8c:7d:78:38:37:88:ce:cc:97:17:39:
52:e1:99:b3:de:73:8b:ad:a8:04:f9:a1:f9:0d:67:
d8:95:e2:26:a4:0b:c2:8c:63:32:5d:38:3e:fd:b7:
4a:83:69:0e:3e:24:e4:ab:91:6c:56:51:88:93:9e:
12:a4:30:ad:ae:72:57:a7:ba:fb:bc:ac:20:8a:21:
46:ea:e8:93:55:13:41:49:e9:9d:cc:ec:76:13:fd:
ab5:8d:cb:5b:45:08:b7:d1:c5:b5:58:89:47:ce:12:
bd:5c:ce:b6:17:2F:e0:fc:c0:3e:b7:c4:99:31:5b:
8a:f0:ea:02:fd:2d:44:7a:67

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:

CA:-FALSE

Netscape Cert Type:
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SSL Client, S/MIME
X509v3 Key Usage:

Digital Signature, Non Repudiation, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Client Authentication, E-mail Protection,
Smartcardlogin

Microsoft

Netscape Comment:
User Certificate of OpenCA Labs
X509v3 Subject Key ldentifier:
91:95:51:DD:BF:4F:55:FA:E4:C4:D0:10:C2:A1:C2:99:AF:A5:CB:30
X509v3 Authority Key ldentifier:

keyid:DF:D2:C9:1A:06:1F:BC:61:54:39:FE:12:C4:22:64:EB:57:3B:11:9F

X509v3 Subject Alternative Name:

email : Fips@ccc.com

X509v3

emai l :pki@openca.org

Authority Information Access:
CA Issuers - URI:http://titan/pki/pub/cacert/cacert.crt
OCSP - URI:http://titan:2560/
1.3.6.1.5.5.7.48.12 - URI:http://titan:830/

Issuer Alternative Name:

X509v3 CRL Distribution Points:

Full Name:
URI -http://titan/pki/pub/cri/cacrl.

Signature Algorithm: sha256WithRSAEncryption
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65:
di:
:F4:7d:69:
:d5:5d:27:

cd:6¢c:b8

a2:34:f7:
d6:d1:3c:
c6:d7:72:
a4:68:b5:
a0:2c:c0:

ca:fa:eb
18:9d:cl1

48:
tal:38:2d:
:04:6F:99:

ae
37

2

65

66:be:8T:

e2:cf:18:
15:ee:ea:

e8:13:87:
df:9a:31:
16:81:aa:
b5:8a:cc:
6d:49:3c:
b6:59:5F:

9d:
f4:
bd:
8d:
ted:51:
1d:
38:
2f:
:33:ca:
:09:6e:
ta8:93:
95:
cc:
t46:c7:

91

do
2b
fc

db

bb:77:
ab:e8:
b2:c0:
99:14:

20:c8:
9a:9c:
42:80:

52:6d:
2d:68:

Of:
Oe:
e9:
11:
17:
c2:
cd:
Oc:
01:
67:
88:
00:
a4:
T4:

c9

c3

Oc

00
13
7d

:f4:65:
93:
eb:
74:
do:
:4d:e5:
54:
:d9:6d:
75:
70:
53:
:a0:ch:
:5c:ef:
:3a:b2:

c2:30:
b1:19:
bl:1b:
76:-ec:

38:b2:

94:92:

c4:ed:
94:4c:

crl

77:
33:
Te:
86:

22

e3:
sef:

c8

e3:
92:
z4c:
92:
ad:
b3:
44:
b4:
af:
75:
75:
Tb:

29

ab

bd:

cb:
98:
56:

tee:
ba:
:0f:
05:
bc:
23:
cf:
aa:
ar:

aa:

la:
28:
64:
b4:
8f:
c9:

# Display brief information about all peer certificates in the PKI domain aaa.
<Sysname> display pki certificate domain aaa peer

Total peer certificates: 1

Serial

Number:
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Subject Name: CN=sldsslserver

# Display detailed information about a peer certificate in the PKI domain aaa.
<Sysname> display pki certificate domain aaa peer serial 9a0337eb2156balf5476e4d754a5a9f7

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
9a:03:37:eb:21:56:ba:1f:54:76:e4:d7:54:a5:a9:f7
Signature Algorithm: shalWithRSAEncryption
Issuer: C=cn, O=ccc, OU=sec, CN=ssl
Validity
Not Before: Oct 15 01:23:06 2010 GMT
Not After : Jul 26 06:30:54 2012 GMT
Subject: CN=sldsslserver
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:c2:cf:37:76:93:29:5e:cd:0e:77:48:3a:4d:0F:
a6:28:a4:60:18:31:56:28:71:81:e3:17:47:78:98:
68:03:5b:72:14:57:d3:bF:c5:30:32:0d:58:72:67:
04:06:61:08:3b:e9:ac:53:b9:e7:69:68:1a:23:F2:
97:4c:26:14:c2:b5:d9:34:8b:ee:cl:ef:af:1a:f4:
39:da:ch:ae:ab:56:95:b5:be:0e:c3:46:35:c1:52:
29:9c:b7:46:12:27:80:2d:a4:65:9a:81:78:53:d4:
ca:d3:15:13:92:54:85:b3:ab:55:a5:03:96:2b:19:
8b:a3:4d:b2:17:08:8d:dd:81

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Authority Key ldentifier:
keyi1d:9A:83:29:13:29:D9:62:83:CB:41:D4:75:2E:52:A1:66:38:3C-90:11

X509v3 Key Usage: critical

Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment,
Key Agreement

Netscape Cert Type:
SSL Server
X509v3 Subject Alternative Name:
DNS:docm.com
X509v3 Subject Key ldentifier:
3C:76:95:9B:DD:C2:7F:5F:98:83:B7:C7:A0-F8:99:1E:4B:D7:2F:26
X509v3 CRL Distribution Points:

Full Name:
URI:http://s03130.ccc.sec.com:447/ssl .crl

Signature Algorithm: shalWithRSAEncryption
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61:2d:79:¢c7:49:16:e3:be:25:bb:8b:70:37:31:32:e5:d3:e3:
31:2c:2d:cl:f9:bf:50:ad:35:4b:c1:90:8c:65:79:b6:5F:59:
36:24:c7:14:63:44:17:1e:e4:cf:10:69:Fc:93:€9:70:53:3c:
85:aa:40:7e:b5:47:75:0F:f0:b2:da:b4:a5:50:dd:06:4a:d5:
17:a5:ca:20:19:2¢:e9:78:02:bd:19:77:da:07:1a:42:df:72:
ad:07:7d:e5:16:d6:75:eb:6e:06:58:ee:76:31:63:db:96:a2:
ad:83:b6:bb:ba:4b:79:59:9d:59:6c:77:59:5b:d9:07:33:a8:
f0:ab5
Related commands
pki domain

pki retrieve-certificate

display pki certificate request-status

Use display pki certificate request-status to display certificate request status.
Syntax
display pki certificate request-status [ domain domain-name ]
Views
Any view
Predefined user roles
network-admin
network-operator
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain nhame cannot contain the special characters listed in Table 5.

Table 5 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe

Usage guidelines

If you do not specify a PKI domain, this command displays the certificate request status for all PKI
domains.

Examples

# Display certificate request status for PKI domain aaa.
<Sysname> display pki certificate request-status domain aaa
Certificate Request Transaction 1

Domain name: aaa

Status: Pending
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Key usage: General
Remain polling attempts: 10
Next polling attempt after : 1191 seconds

# Display certificate request statuses for all PKI domains.
<Sysname> display pki certificate request-status
Certificate Request Transaction 1

Domain name: domainl

Status: Pending

Key usage: General

Remain polling attempts: 10

Next polling attempt after : 1191 seconds
Certificate Request Transaction 2

Domain name: domain2

Status: Pending

Key usage: Signature

Remain polling attempts: 10

Next polling attempt after : 188 seconds

Table 6 Command output

Field Description
Certificate Request Transaction number Certificate request transaction number, starting from 1.
Status Certificate request status, including only the pending

status.

Certificate purposes:

e  General—Signature and encryption.
e  Signhature—Signature only.

. Encryption—Encryption only.

Key usage

Remaining number of attempts to query certificate

Remain polling attempts request status.

Remaining seconds before the next request status

Next polling attempt after polling.

Related commands
certificate request polling
pki domain

pki retrieve-certificate

display pki crl domain

Use display pki crl domain to display information about the CRL saved at the local for a PKI
domain.

Syntax
display pki crl domain domain-name
Views

Any view
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Predefined user roles
network-admin
network-operator

Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 7.

Table 7 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe

Usage guidelines
Use this command to determine whether a certificate has been revoked.

Examples
# Display information about the CRL saved at the local for PKI domain aaa.
<Sysname> display pki crl domain aaa
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /C=cn/0=docm/OU=sec/CN=therootca
Last Update: Apr 28 01:42:13 2011 GMT
Next Update: NONE
CRL extensions:
X509v3 CRL Number:
6

X509v3 Authority Key ldentifier:
key1d:49:25:DB:07:3A:C4:8A:C2:B5:A0:64:A5:F1:54:93:69:14:51:11:EF

Revoked Certificates:
Serial Number: CDE626BF7A44A727B25F9CD81475C004
Revocation Date: Apr 28 01:37:52 2011 GMT
CRL entry extensions:
Invalidity Date:
Apr 28 01:37:49 2011 GMT
Serial Number: FCADFA81E1F56F43D3F2D3EF7EB56DES
Revocation Date: Apr 28 01:33:28 2011 GMT
CRL entry extensions:
Invalidity Date:
Apr 28 01:33:09 2011 GMT
Signature Algorithm: shalWithRSAEncryption
57:ac:00:3e:1e:e2:5F:59:62:04:05:9b:c7:61:58:2a:df:a4:
5c:eb5:c0:14:af:c8:e7:de:cf:2a:0a:31:7d:32:da:be:cd:6a:
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36:b5:83:€8:95:06:bd:b4:c0:36:Fe:91:7c:77:d9:00:0F:9e:
99:03:65:9e:0c:9c:16:22:ef:4a:40:ec:59:40:60:53:4a:fc:
8e:47:57:23:e0:75:0a:a4:1c:0e:2f:3d:e0:b2:87:4d:61:8a:
4a:cb:cb:37:af:51:bd:53:78:76:a21:16:3d:0b:89:01:91:61:
52:d0:6¥:5c:09:59:15:be:b8:68:65:0c:5d:1b:al:¥8:42:04:
ba:aa

Table 8 Command output

Field Description

Version CRL version number.

Signature Algorithm Signature algorithm used by the CA to sign the CRL.
Issuer Name of the CA that issued the CRL.

Last Update Most recent CRL update time.

Next Update Next CRL update time.

X509v3 Authority Key Identifier X509v3 ID of the CA that issues the CRL.

Keyid Key ID.

This field identifies the key pair used to sign the CRL.

Signature Algorithm: Signature algorithm and signature data.

Related commands
pki retrieve-crl

fqdn

Use Fgdn to set the FQDN of an entity.
Use undo fgdn to restore the default.
Syntax
fqdn fgdn-name-string
undo fqdn
Default
No FQDN is set for a PKI entity.
Views
PKI entity view
Predefined user roles
network-admin
Parameters

fgdn-name-string: Specifies an FQDN, a case-sensitive string of 1 to 255 characters in the
format hostname@domainname.

Usage guidelines

An FQDN uniquely identifies a PKI entity on a network.
Examples

# Set the FQDN to pki.domain-name.com for PKI entity en.
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<Sysname> system-view
[Sysname] pki entity en
[Sysname-pki-entity-en] fqdn abc@pki.domain.com

Use ip to assign an IP address to a PKI entity.
Use undo 1p to restore the default.
Syntax
ip { ip-address | interface interface-type interface-number }
undo ip
Default
No IP address is assigned to the PKI entity.
Views
PKI entity view
Predefined user roles
network-admin
Parameters
ip-address: Specifies an IPv4 address.

interface interface-type interface-number: Specifies an interface by its type and
number. The primary IPv4 address of the interface will be used as the IP address of the PKI entity.

Usage guidelines

Use this command to assign an IP address to a PKI entity or specify an interface for the entity. The
interface's primary IPv4 address will be used as the IP address of the PKI entity. If you specify an
interface, make sure the interface is assigned an IP address before the PKI entity requests a
certificate.

Examples

# Assign IP address 192.168.0.2 to PKI entity en.
<Sysname> system-view

[Sysname] pki entity en
[Sysname-pki-entity-en] ip 192.168.0.2

|dap-server

Use Idap-server to specify an LDAP server for a PKI domain.
Use undo ldap-server to restore the default.
Syntax

ldap-server host hostname [ port port-number ] [ vpn-instance
vpn-instance-name ]

undo ldap-server
Default

No LDAP server is specified for a PKI domain.
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Views

PKI domain view

Predefined user roles

network-admin

Parameters

host hostname: Specifies an LDAP server by its IPv4 address, IPv6 address, or domain name.
The domain name is a case-sensitive string of 1 to 255 characters.

port port-number: Specifies the port number of the LDAP server. The value range is 1 to 65535,
and the default is 389.

vpn-instance vpn-instance-name: Specifies an MPLS L3VPN instance by its name, a
case-sensitive string of 1 to 31 characters. If the LDAP server is on the public network, do not specify
this option.

Usage guidelines

You must specify an LDAP server for a PKI domain in the following situations:
e  The certificate repository uses LDAP for certificate distribution.

e The CRL repository uses LDAP for CRL distribution. However, the CRL repository URL
configured for the PKI domain does not contain the IP address or host name of the LDAP
server.

You can specify only one LDAP server for a PKI domain. If you execute this command multiple times,
the most recent configuration takes effect.

Examples

# Specify LDAP server 10.0.0.1 for PKI domain aaa.

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] ldap-server host 10.0.0.1

# Specify LDAP server 10.0.0.11 in VPN instance vpn1l for PKI domain aaa. Set the port number to
333.

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] ldap-server host 10.0.0.11 port 333 vpn-instance vpnl

Related commands

pki retrieve-certificate

pki retrieve-crl

locality

Syntax

Default

Use local ity to set the locality of a PKI entity.

Use undo locality to restore the default.

locality locality-name
undo locality

No locality is set for a PKI entity.

22



Views
PKI entity view
Predefined user roles
network-admin
Parameters

local ity-name: Specifies a locality, a case-sensitive string of 1 to 63 characters. No comma can
be included. You can set a city name as the locality.

Examples

# Set the locality to pukras for PKI entity en.
<Sysname> system-view

[Sysname] pki entity en
[Sysname-pki-entity-en] locality pukras

organization

Use organization to set an organization name for a PKI entity.
Use undo organization to restore the default.
Syntax
organization org-name
undo organization
Default
No organization name is set for a PKI entity.
Views
PKI entity view
Predefined user roles
network-admin
Parameters

org-name: Specifies an organization name, a case-sensitive string of 1 to 63 characters. No
comma can be included.

Examples

# Set the organization name to abc for PKI entity en.
<Sysname> system-view

[Sysname] pki entity en
[Sysname-pki-entity-en] organization abc

organization-unit

Use organization-unit to setan organization unit name for a PKI entity.
Use undo organization-unit to restore the default.

Syntax
organization-unit org-unit-name

undo organization-unit

23



Default
No organization unit name is set for a PKI entity.
Views
PKI entity view
Predefined user roles
network-admin
Parameters

org-unit-name: Specifies an organization unit name, a case-sensitive string of 1 to 63 characters.
No commas can be included.

Examples

# Set the organization unit name to rdtest for PKI entity en.
<Sysname> system-view

[Sysname] pki entity en

[Sysname-pki-entity-en] organization-unit rdtest

pki abort-certificate-request

Use pki abort-certificate-request to abort the certificate request for a PKI domain.
Syntax
pki abort-certificate-request domain domain-name
Views
System view
Predefined user roles
network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 9.

Table 9 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks

Colon : Apostrophe '

Usage guidelines

You can abort a certificate request and change some parameters, such as common name, country
code, or FQDN, in the certificate request before the CAissues the certificate. Use the display pKi
certificate request-status command to display the certificate request status.

Examples

# Abort the certificate request for PKI domain 1.
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<Syshame> system-view

[Sysname] pki abort-certificate-request domain 1
The certificate request is iIn process.

Confirm to abort it? [Y/N]:y

Related commands
display pki certificate request-status
pki request-certificate domain

pki certificate access-control-policy

Use pki certificate access-control-policy to create a certificate-based access control
policy and enter its view, or enter the view of an existing certificate-based access control policy.

Use undo pki certificate access-control-policy to remove a certificate-based
access control policy.

Syntax

pki certificate access-control-policy policy-name

undo pki certificate access-control-policy policy-name
Default

No certificate-based access control policies exist.
Views

System view
Predefined user roles

network-admin
Parameters

policy-name: Specifies a policy name, a case-insensitive string of 1 to 31 characters.
Usage guidelines

A certificate-based access control policy contains a set of access control rules that permit or deny
access to the device based on the attributes in the requesting client's certificate.

Examples

# Create a certificate-based access control policy named mypolicy and enter its view.
<Sysname> system-view

[Sysname] pki certificate access-control-policy mypolicy
[Sysname-pki-cert-acp-mypolicy]

Related commands
display pki certificate access-control-policy
rule

pki certificate attribute-group

Use pki certificate attribute-group to create a certificate attribute group and enter its
view, or enter the view of an existing certificate attribute group.

Use undo pki certificate attribute-group toremove a certificate attribute group.
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Syntax
pki certificate attribute-group group-name
undo pki certificate attribute-group group-name
Default
No certificate attribute groups exist.
Views
System view
Predefined user roles
network-admin
Parameters
group-name: Specifies a group name, a case-insensitive string of 1 to 31 characters.
Usage guidelines

A certificate attribute group is a set of attribute rules configured by using the attribute command.
Each attribute rule defines a matching criterion for an attribute in the issuer name, subject name, or
alternative subject name field of certificates.

A certificate attribute group must be associated with an access control rule (a permit or deny
statement configured by using the rule command). If a certificate attribute group does not have any

attribute rules, the system determines that the all certificates match the associated access control
rule.

Examples

# Create a certificate attribute group named mygroup and enter its view.
<Sysname> system-view

[Sysname] pki certificate attribute-group mygroup
[Sysname-pki-cert-attribute-group-mygroup]

Related commands
attribute
display pki certificate attribute-group

rule

pki delete-certificate

Use pki delete-certificate to remove certificates from a PKI domain.
Syntax

pki delete-certificate domain domain-name { ca | local | peer [ serial
serial-num] }

Views
System view
Predefined user roles
network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 10.
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Table 10 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe '

ca: Specifies the CA certificate.
local: Specifies the local certificates.
peer: Specifies the peer certificates.

serial serial-num: Specifies a peer certificate by its serial number, a case-insensitive string of
1to 127 characters. If you do not specify a serial number, this command removes all peer certificates
in the PKI domain.

Usage guidelines
When you remove the CA certificate in a PKI domain, the system also removes the local certificates,
peer certificates, and the CRL in the PKI domain.
To delete a specific peer certificate in a PKI domain, perform the following steps:
1. Execute the display pki certificate command to determine the serial number of the
peer certificate.

2. Execute the pki delete-certificate domain domain-name peer serial
serial-num command.

Examples

# Remove the CA certificate in PKI domain aaa.

<Sysname> system-view

[Sysname] pki delete-certificate domain aaa ca

Local certificates, peer certificates and CRL will also be deleted while deleting the CA
certificate.

Confirm to delete the CA certificate? [Y/N]:y

[Sysname]

# Remove the local certificates in PKI domain aaa.

<Sysname> system-view

[Sysname] pki delete-certificate domain aaa local

[Sysname]

# Remove all peer certificates in PKI domain aaa.

<Sysname> system-view

[Sysname] pki delete-certificate domain aaa peer

[Sysname]

# Display information about all peer certificates in PKI domain aaa, and remove a peer certificate
with the specified serial number.

<Sysname> system-view

[Sysname] display pki certificate domain aaa peer

Total peer certificates: 1
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Serial Number: 9a0337eb2156balf5476e4d754a5a9f7
Subject Name: CN=abc
[Sysname] pki delete-certificate domain aaa peer serial 9a0337eb2156balf5476e4d754a5a9f7

Related commands
display pki certificate

pki domain

Use pki domain to create a PKI domain and enter its view, or enter the view of an existing PKI
domain.

Use undo pki domain to remove a PKI domain.
Syntax

pki domain domain-name

undo pki domain domain-name
Default

No PKI domains exist.
Views

System view
Predefined user roles

network-admin
Parameters

domain-name: Specifies a PKI domain name, a case-insensitive string of 1 to 31 characters. The
domain name cannot contain the special characters listed in Table 11.

Table 11 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks

Colon : Apostrophe '

Usage guidelines
When you remove a PKI domain, the certificates and the CRL in the domain are also removed.
Examples

# Create a PKI domain named aaa and enter its view.
<Sysname> system-view

[Sysname] pki domain aaa
[Sysname-pki-domain-aaa]

pki entity
Use pki entity to create a PKI entity and enter its view, or enter the view of an existing PKI entity.
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Use undo pki entity toremove a PKI entity.
Syntax

pki entity entity-name

undo pki entity entity-name
Default

No PKI entities exist.
Views

System view
Predefined user roles

network-admin
Parameters

entity-name: Specifies a name for a PKI entity, a case-insensitive string of 1 to 31 characters.
Usage guidelines

A PKI entity includes the identity information that can be used by a CA to identify a certificate
applicant. You can configure multiple attributes for a PKI entity, such as common name, organization,
organization unit, locality, state, country, FQDN, and IP address. The information will be included as
subject contents in the certificate issued by the CA.

Examples

# Create a PKI entity named en and enter its view.
<Sysname> system-view
[Sysname] pki entity en
[Sysname-pki-entity-en]

Related commands
pki domain

pki export
Use pki export to export the CA certificate and the local certificates in a PKI domain.

Syntax
pki export domain domain-name der { all | ca] local } filename Ffilename
pki export domain domain-name pl2 { all | local } passphrase pl2-key
filename filename
pki exportdomain domain-name pem {{ all | local } [ { 3des-cbc | aes-128-cbc
| aes-192-cbc | aes-256-cbc | des-cbc } pem-key ] | ca } [ filename
filename ]

Views

System view
Predefined user roles
network-admin
Parameters
domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.

The domain name cannot contain the special characters listed in Table 12.
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Table 12 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks

Colon : Apostrophe

der: Specifies the DER certificate file format, including PKCS#7.

pl12: Specifies the PKCS#12 certificate file format.

pem: Specifies the PEM certificate file format.

al I: Specifies both CA and local certificates. The RA certificate is excluded.

ca: Specifies the CA certificate.

local: Specifies the local certificates or the local certificates and their private keys.

passphrase pl2-key: Specifies a password for encrypting the private key of a local PKCS12
certificate.

3des-cbc: Specifies 3DES_CBC for encrypting the private key of a local certificate.
aes-128-cbhc: Specifies 128-bit AES_CBC for encrypting the private key of a local certificate.
aes-192-cbc: Specifies 192-bit AES_CBC for encrypting the private key of a local certificate.
aes-256-cbc: Specifies 256-bit AES_CBC for encrypting the private key of a local certificate.
des-cbc: Specifies DES_CBC for encrypting the private key of a local certificate.

pem-Kkey: Specifies a password for encrypting the private key of a local certificate in PEM format.

filename filename: Specifies the name of the file for storing the certificate. The file name is a
case-insensitive string. If you do not specify a file name when you export certificates in PEM format,
this command displays the certificates on the terminal.

Usage guidelines
When you export the CA certificate, the following conditions might exist:

. If the PKI domain has only one CA certificate, this command exports the CA certificate to a file
or displays it on the terminal.

. If the PKI domain has a CA certificate chain, this command exports the certificate chain to a file
or displays it on the terminal.

When you export a local certificate to a local file, the local file name might be different from the file
name specified in the command. The file name depends on the usage of the key pair contained in the
certificate.

The following example uses certificate as the file name for saving an exported local certificate.

. If the local certificate contains an RSA signing key pair, the local file name is
certificate-signature.

. If the local certificate contains an RSA encryption key pair, the local file name is
certificate-encryption.

. If the local certificate contains a general purpose RSA, ECDSA, or DSA key pair, the local file
name is certificate.

If the PKI domain has two local certificates, the local certificates are exported as follows:
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e If you specify a file name, the two local certificates are exported to two different files.

. If you do not specify a file name, the local certificates are displayed on the terminal, separated
by system prompts.

When you export all certificates, the following conditions might exist:

e Ifthe PKI domain has only the CA certificate or local certificates, the result is the same as when
you export the CA certificate or local certificates separately.

. If the PKI domain has both the CA certificate and local certificates, you get the following results:

o If you specify a file name, each local certificate is exported to a separate file with their
associated CA certificate chain.

o If you do not specify a file name, the local certificates and CA certificate or CA certificate
chain are displayed on the terminal, separated by system prompts.

When you export all certificates in PKCS12 format, the PKI domain must have a local certificate. If
the domain does not have a local certificate, the export operation fails.

When you export the local certificates or all certificates in PEM format, you must specify the
cryptographic algorithm and the challenge password for the private key. If you do not specify the
cryptographic algorithm and the challenge password, this command does not export the private keys
of the local certificates. If you specify the cryptographic algorithm and the password, and the local
certificates have their private keys, this command can export the local certificates with their private
keys. If the local certificates do not have their private keys, the export operation fails.

When you export the local certificates, if the key pair in the PKI domain is changed and no longer
matches the key in the local certificates, the export operation fails.

When you export the local certificates or all certificates, if the PKI domain has two local certificates,
failure of exporting one local certificate does not affect export of the other.

The specified file name can contain an absolute path. If the specified path does not exist, the export
operation fails.

Examples

# Export the CA certificate in the PKI domain to a file named cert-ca.der in DER format.
<Sysname> system-view
[Sysname] pki export domain domainl der ca filename cert-ca.der

# Export the local certificates in the PKI domain to a file named cert-lo.der in DER format.
<Sysname> system-view
[Sysname] pki export domain domainl der local filename cert-lo.der

# Export all certificates in the PKI domain to a file named cert-all.p7b in DER format.
<Sysname> system-view
[Sysname] pki export domain domainl der all Ffilename cert-all_p7b

# Export the CA certificate in the PKI domain to a file named cacert in PEM format.

<Sysname> system-view

[Sysname] pki export domain domainl pem ca filename cacert

# Export the local certificates and their private keys in the PKI domain to a file named local.pem in
PEM format. For the private keys, the cryptographic algorithm is DES_CBC and the password is 111.
<Sysname> system-view

[Sysname] pki export domain domainl pem local des-cbc 111 filename local .pem

# Export the all certificates in the PKI domain to a file named all.pem in PEM format. No
cryptographic algorithm or password is specified, and the private keys are not exported.

<Sysname> system-view

[Sysname] pki export domain domainl pem all filename all.pem
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# Display the local certificates and their private keys in the PKI domain on the terminal in PEM format.
For the private keys, the cryptographic algorithm is DES_CBC and the password is 111.

<Sysname> system-view
[Sysname] pki export domain domainl pem local des-cbc 111

%The signature usage local certificate:
Bag Attributes

friendlyName:

localKeylD: 99 0B C2 3B 8B D1 E4 33 42 2B 31 C3 37 CO 1D DF 0D 79 09 1D
subject=/C=CN/0=0penCA Labs/0OU=Users/CN=chktest chktest
issuer=/C=CN/0=0penCA Labs/OU=software/CN=abcd

M1 1EqjCCASKgAwIBAgILAOhID4r104kBFYgwDQYJKoZ hveNAQELBQAWRTELMAKG
ALUEBhMCQO4xFDASBgNVBAOMCO9WZW5DQSBMYWJIZMREWDWYDVQQLDAhzb2Z0d2Fy
ZTENMASGALUEAWWEYWJ j ZDAeFWOXMTAOMj YxMzMxMj aFwOxMjAOMjUxMzMxMj 1a
MEOxCzAJBgNVBAYTAKNOMRQWEQYDVQQKDATPcGVUQOEgTGF i czEOMAWGALUECWWF
VXN IcnMxGDAWBgNVBAMMD2Noa3R 1c3QgY2hrdGVzdDCBnzANBgkghk i GOWOBAQEF
AAOBj QAWgYKCgYEA54rUZ0Ux2kApceE4ATpQ437CU60vuHS5eJKZyky8FhMoTHhE
JE2KFBQ1z0ZSgo2mdgpkccjroOEk6 1UCO3ed1IPNOIG/YaAl4Tjgkiv+wlNrISvAy
cnPaSUko2Qb09sg3ycyelzqpbbqj775ul GpcXyXYD90Y63/Cp5+DRQ92zGSCAWEA
AaOCAhUwgg IRMAKGA1UdEWQCMAAWUAYDVROgBEkwRZzAGBgQQAWMEMAYGBCoDAWUW
NQYEKgMDB jAtMCsGCCsGAQUFBwIBFh9odHRwczovL3RpdGFuL3BrasSowdwlvyY3Bz
L2Jhc21 JMBEGCWCGSAGG+E IBAQQEAW I FODALBgNVHQ8EBAMCBSAWKQYDVROIBCIw
1AY IKwYBBQUHAW I GCCSGAQUFBWMEBgoOrBgEEAY 1 3FA1CMC4GCWCGSAGG+E 1BDQQh
FhoVc2Vy 1ENlcnRpZml jYXRI 1GOm I EQwZW5DQSBMYWJZzMBOGA1UdDgQWBBTPWSFY
ut7Xr2Ct/23zU/ybgu9dQjAfBgNVHSMEGDAWGBQzEQ58y 1 C54wxodp6JzZvn/gx0
CDAaBgNVHREEEZzARQQ9jaGt0ZXN0QGgzYy5 jb20wGQYDVROSBB IWE IEOCGEpQGIwW
ZW5jYS5vemewgYEGCCsGAQUFBWEBBHUwczAyBggrBgEFBQcwAoYmaHROcDovL3Rp
dGFuUL3BrasowdWlvY2FjZXJOL2NhY2VydC5jcnQwHgY I KwYBBQUHMAGGEMhOdHAG
Ly90aXRhb joyNTYwLzAdBggrBgEFBQcwD I YRaHROcDovL3RpdGFuOjgzMC8wPAYD
VROFBDUWMzAXOC+gLYYraHROcDovLzESMi4xNjguNDAUMT 14L3BraSOwdWivY3Js
L2NhY3JsLmNybDANBgkghk i GOWOBAQSFAAOCAQEAGCMeSpBJI i uRmsJWOi1ZK5nygB
tgD8c0b+n4v/F36sJjY1TFRFSr4gPLIXZhPWhTrgsCd+QMELRCDNHDXxvt3/1NEG12
X6BVjLcKXKH/EQeOFnwK+7PegAJ15P56xDeACHz20ysvNQOOt6hGy IMgaZ8pKUKv
UDS8c+Hg IBrhmxvXzt108N1imYHq27Wy9j6NpSS60mMFmM I 5whzCWFTSHzg 1 T2DNd
no0i1d18SZidApfCZL8zoMWEFI1163JZSarv+H5Kbb063dxXfbsgqX9NoxgghOgD8dK
7X7/rTIJuuhTWWof5gxSUJp+aCCdvSKgOlvIY+tJeXoaznr INVW3SuXJ+AxX8GEw==

Bag Attributes

friendlyName:

localKeylID: 99 0B C2 3B 8B D1 E4 33 42 2B 31 C3 37 CO 1D DF 0D 79 09 1D
Key Attributes: <No Attributes>

M1 1CwzA9Bgkghk i GOwWOBBQOWMDAbBgkghk i GOwWOBBQwwDgQ I AbFcE+KoYYoCAggA
MBEGBSsOAw IHBAJ B+UsJIM0O7JRQSCA0ABQtASh jGTQbdxL3n4wNHmyWLXxbvL9v27C
UubMjYIDCipVzxHUOrexgn+6cQskK5uK99FPBmy4q9/nnyrooTX8BVIXAjenvgyi i
WQLwnIglluM8j2aPkQ3wbael+ORACjSLy1u/PCI5sp6CDx10b9xz6cx1GXxKvUOCC
/gxdgk97XZSW/0qn0SzZkhgeqBZuxq6Va8iRyho7RCStVxQaeiAZpg/WoZbcS5CKI
/WXEBQd4AX2UXNOLdA/0On7Wc6KFTo i xROTXWTtF8SESKGPDFrEKq3FSTW1xokB8nM

32



bkRtU+FUIY27V/mr1RHO6+yEr+/wGGCI1By5YDoD419xPkGUkmax+kFYbModyxkSi
JdL+X3uEjHNnQ/ rvnPSKBEU/URWXHXMX9CACTSgh/SajnrGuB/E4JhOENS/HId IM+
DN6i1z1 IwPFKkIbcK9KMGWV1bosymXmuEbYCYmSmhZb5FnR/RI1yE804Jz9i1 Fin3g0Q
ZrykfG7LHL7Ga4nhOhpEeED 1HGEMcQU+gOEtFpOLT 18cMIF7kdNWDNn 10AYCVBAAM
3CY3BEIDVjJq3ioyHSJca8C+31zcueuAF+107Y4Z1uq3dgWeud JE+/1BZIbMmaQA
XB6NMXKNzmtTPcMtoj f+n3+uju0le0dOQYXQz/wPsV+91YRYasjzoXE5dhZ5s1P0Od
u9x9hhp5Ns23bwyNP135qTNjXx9i/CZMKvLKywm3Yg+Bgg8DF4bBrFrsH1UO i fmmp
i r2+0uh1C+GbHOXWNeBCa81i1Aq91k6FGFJO0LA201vhCnh45tM7Bj JKTHk+RZdMiA
OTKSWuOy i hrwxdUEWh999GKUpkwDHLZJFd21z/kWspgThodEx8ea

# Display all certificates in the PKI domain in PEM format. For the private keys, the cryptographic
algorithm is DES_CBC and the password is 111.

<Sysname> system-view
[Sysname] pki export domain domainl pem all des-cbc 111

%The signature usage local certificate:
Bag Attributes

friendlyName:

localKeylID: 99 0B C2 3B 8B D1 E4 33 42 2B 31 C3 37 CO 1D DF 0D 79 09 1D
subject=/C=CN/0=0penCA Labs/0OU=Users/CN=chktest chktest
issuer=/C=CN/0=0penCA Labs/OU=software/CN=abcd

M1 1EqQjCCASKgAwIBAgILAOhID4r104kBFYgwDQYJKoZ hveNAQELBQAWRTELMAKG
ALUEBhMCQO4xFDASBgNVBAOMCO9WZW5DQSBMYWJIZMREWDWYDVQQLDAhzb2Z0d2Fy
ZTENMASGALUEAWWEYWJ j ZDAeFWOXMTAOMj YxMzMxMj IaFwOxMjAOMjUxMzMxMj 1a
MEOxCzAJBgNVBAYTAKNOMRQWEQYDVQQKDATPcGVUQOEgTGF i czEOMAWGALUECWWF
VXN IcnMxGDAWBgNVBAMMD2Noa3R 1c3QgY2hrdGVzdDCBnzANBgkghk i GOWOBAQEF
AAOBj QAWgYKCgYEA54rUZ0Ux2kApceE4ATpQ437CU60vuHS5eJKZyky8FhMoTHhE
JE2KFBQ1z0ZSgo2mdgpkccjroEk6 1UCO3ed1IPNOIG/YaAl4Tjgkiv+wlNrISvAy
cnPaSUko2Qb09sg3ycyelzqpbbqj775ul GpcXyXYD90Y63/Cp5+DRQ92zGSCAWEA
AaOCAhUwgg IRMAKGA1UdEWQCMAAWUAYDVROgBEkwRZzAGBgQQAWMEMAYGBCoDAWUW
NQYEKgMDB jAtMCsGCCsGAQUFBwIBFh9odHRwczovL3RpdGFuL3BrasSowdwlvyY3Bz
L2Jhc21 JMBEGCWCGSAGG+E IBAQQEAW I FODALBgNVHQ8EBAMCBSAWKQYDVROIBCIw
1AY IKwYBBQUHAW I GCCsGAQUFBWMEBgoOrBgEEAY I 3FA1CMC4GCWCGSAGG+E 1BDQQh
FhoVc2Vy IENlcnRpZml jYXRI 1GOm I EQwZW5DQSBMYWJZzMBOGA1UdDgQWBBTPW8FY
ut7Xr2Ct/23zU/ybgu9dQjAfBgNVHSMEGDAWGBQzEQ58y 1 C54wxodp6JzZvn/gx0
CDAaBgNVHREEEzARQQ9jaGt0ZXN0QGgzYy5 jb20wGQYDVROSBB IWE IEOCGEpQGIwW
ZW5jYS5vemewgYEGCCsGAQUFBWEBBHUwczAyBggrBgEFBQcwAoYmaHROcDovL3Rp
dGFuUL3BrasowdWlvY2FjZXJOL2NhY2VydC5jcnQwHgY I KwYBBQUHMAGGEMhOdHAG
Ly90aXRhb joyNTYwLzAdBggrBgEFBQcwD I YRaHROcDovL3RpdGFuOjgzMC8wPAYD
VROFBDUWMzAXOC+gLYYraHROcDovLzESMi4xNjguNDAUMT 14L3BraSOwdWivY3Js
L2NhY3JsLmNybDANBgkghk i GOWOBAQSFAAOCAQEAGCMeSpBJI i uRmsJWOi1ZK5nygB
tgD8c0b+n4v/F36sJjY1TFRFSr4gPLIXZhPWhTrgsCd+QMELRCDNHDXxvt3/1NEG12
X6BVjLcKXKH/EQeOFnwK+7PegAJ15P56xDeACHz20ysvNQOOt6hGy IMgaZ8pKUKv
UDS8c+Hg IBrhmxvXzt108N1imYHq27Wy9j6NpSS60mMFmM I 5whzCWFTSHzg 1 T2DNd
no0i1d18SZidApfCZL8zoMWEFI1163JZSarv+H5Kbb063dxXfbsgqX9NoxgghOgD8dK
7X7/rTIJuuhTWWof5gxSUJp+aCCdvSKgOlvIY+tJeXoaznr INVW3SuXJ+AxX8GEw==
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Bag Attributes: <No Attributes>
subject=/C=CN/0=0penCA Labs/OU=software/CN=abcd
issuer=/C=CN/0=0penCA Labs/OU=software/CN=abcd

M1 1EYTCCAOmgAwIBAg IBFzANBgkghk i GOwWOBAQSFADBFMQswCQYDVQQGEwWJDT jEU
MBIGALUECgQwWLT3BIbkNBIEXhYNMXETAPBgNVBASMCHNVZNR3YXJ IMQOwWCwYDVQQD
DARhYmNKMB4XDTEXMDQXODEXNDQON10XDTEzMDQXNzEXNDQON1owRTELMAKGAL1UE
BhMCQO4xFDASBgNVBAOMCO9wZW5DQSBMYWJIzMREWDwWYDVQQLDAhzb2Z0d2FyZTEN
MASGALUEAWWEYWJ j ZDCCAS IwDQY JKoZ I hveNAQEBBQADggEPADCCAQoCggEBAM1g
vomMF8S4u6g51b0wj KFUBwWxyvOy4D897Lm0SedaCyDt6Lvp+PBEHFWWBYBpsHhk7
kmnSNhX5dZ6NxunHaARZ2V 1 cctsYKyvAQapuaThyltuOcphAB+jQQL9dPoqdkOxp
JvmPDIW+k832Konn9u4d 1 i vSOn+/KMGhOg5UyzHGqUUO07s9gFuUQf5EjQon40TZg
BwUNFYRIVGe7bSQpXjwi8LTyxHPy+dDVjO5CP+rXx51 1 ToFylYGWewkyn/WeswDF
Yx7ZludNus5vKWT ihgx2Qalgb+sqUMw Il /WUET7gh02dRxPUdUbg 1 YFOsaTndKPYd
40Bg16MOSMsHhe9nF5UCAWEAAaOCAVowggFWMABGALUdEWEB/WQFMAMBAT8WCWYD
VROPBAQDAgEGMBOGA1UdDgQWBBQzEQ58y 1 C54wxodp6JzZvn/gxOCDATBgNVHSME
GDAWgBQzEQ58y 1C54wxodp6JzZvn/gx0CDAZBgNVHREEE jAQgQ5wa2 1Ab3BIbmNh
Lm9yZzAZBgNVHRIEEjAQgQ5wa2 1 Ab3B 1bmNhLm9yZzCBgQY I KwYBBQUHAQEEdTBZz
MDIGCCsGAQUFBzAChi1ZodHRwO18mdcGI0YW4vcGtpL3B1lYi9j YWNIcnQvY2FjZXJ0
LmNydDAeBggrBgEFBQcwAYYSaHROcDovL3RpdGFuOj I 1N jAvVMBOGCCsGAQUFBzAM
hhFodHRwO18mdcG10YW460DMwLzA8BgNVHRBENTAZMDGgLEAth i todHRWO 1 8VMTKyY
LjE20C40MCAxMjgveGtpL3B1Y i 9jcmwvY2F jcmwuY3JsMAOGCSQGS 1 b3DQEBCWUA
A41BAQCOgOSSmvQNFaSELTRKYF62C/Y8QTLbk61ZDTZulzZN15SGKQCchNMO70FFCD
Lk1zosyEVE7PLni i3bZ5khcGO3byyXFluAqRyOGVJIcudaw7ulQqgvOAJQ+zaQSHi
d4kQF5QWgYkQ55/C5puOmcMRgCbMpR21YkgXLDj TIAZ IHRZ/STp6c+ie2bFxi/YT
3XYbOOWDMuGOKJJpsyKTKcbGONdFbDyFgzEYAobyYqAUB3CO/bMfBduwhQWKSoYE
6vZsPGAEisCmAI3d1p49jPgVkixoShraYF1jLsWzJGlzem8QvWYzOqKEDwg3SV0Z
cXK8gzDbBcsobcUMkw 1 YPAMd1KkAPX

Bag Attributes

friendlyName:

localKeylID: 99 0B C2 3B 8B D1 E4 33 42 2B 31 C3 37 CO 1D DF 0D 79 09 1D
Key Attributes: <No Attributes>

M1 1CwzA9Bgkghk i GOwOBBQOWMDAbBgkghk i GOwOBBQwwDgQ I cUSKSWOGVmICAggA
MBEGBSsOAw IHBA15QZM+1SYWPASCAOBKDYuUIE5T2BXL9Zh19zWAJpx2cShz/9PsW
5Qm106D+xSjleAzkx/m4Xb4xRU800AuzulD IWFSHKX0aaO00RS i0EX1egOeo/2vv
CHCVKHfTJIr4gvSSa7i41+aQ6Altr16g99WIkN/e/ IESULUE4ZhcsiFJIG+1vG7S8
FOlIWQ2C Imy/hjgFCDINgSLN8WUZzP702SdLV1Ub5z4FR6VISZdgTFE8j7ko2HtUs
HVSgOnm114EwPtPMMbHe fcuQ6b82y1M+dWFVXBNIKO3 INAtZNFPWWLSRrPvjUzBG
dKtj F3/1FdV7/tUMy9JISpt4iFt1h7SZPcOoGplZW+YUR3017YNFE+9Yp/46KWTS
bk7j0STRNZX/xMy/9E52uHKLAW1ET3TXralLMYt/4jg4M0jUvoi3GS2Kbo+czsUn
gKggwYnxVFRSvt8d6GBY rpF2tMFSILEyngPKXExd+m4mAryuT5PhdFTkb1B190Lp
UIBjk3IXnr7AdrhvyLKkHOUUQE95emXBD/KOHID73cMrtmogL8F4yS5B2hplr/vs5/
eW35+1QMNI9FtHFNVsLx9wl91X8iNfsoBhg6FQ/hNSi1oN7rNBe7wwIRzXPVFEhOS
5ajQxWIidRnN5RkzfU06HUACq02QTpSX16wF2bzsVmr5sk+fRaELD/cwL 6V j tX06x
ZBLJIcUyAwvScrOtTEK7Q5n0134gQd4qcFOD1x9yQ4sqvTel/7Ikm6XCPVO5/5uiF
RLCFFAwaJMBd1Q6 jDQHNpWT67uNDwdEzaPmuTVMme5Woc5zsqESDY3hWu4oqFdDz
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kPLNbX741Z0g0Lki9e 1 JIkVswnF5HKBCKS50e j IW6 TgbMNZ+JPk2w

# Display the CA certificate in the PKI domain in PEM format.
<Sysname> system-view
[Sysname]pki export domain domainl pem ca

M1 1B+TCCAWICEQDMbg jRKygg3vpGFVY6pa3ZMAOGCSAGS 1b3DQEBBQUAMDOXCZAJ
BgNVBAYTAMNuMQwwCgYDVQQKEWNOM2MXETAPBgNVBASTCGgzYy10ZXNOMQOWCwWYD
VQQDEWQ4MDQzMB4XDTEXMDMyMj AONDQYNFoXDTEOMDMyMzAOMzUyNFowPTELMAKG
A1UEBhMCY24xDDAKBgNVBAOTA2gzYZzERMABGALUECXMIaDNjLXRIc3QxDTALBgNV
BAMTBDgwNDMwgZ8wDQYJKoZ I hveNAQEBBQADgYOAMI GJAOGBAOVDAYQhyc++G7h5
eNDzJs220QjCn/43gnNKI1dKz1BbaJT8/+1ueSn9J1sg64Ex2WBeCd/tcmnSW57ag
dCvNIUYXXVOGca2iaSOEIqCF4CQFfV9zLrBtA7giHD49T+JbxLrrdLmd IQMJI+vYdC
sCx1p3YMATuCahVLZeXklooqwqg I XAQMBAAEWDQYJKoZ ThvcNAQEFBQADgYEAEImM7
W2Lp9Xk4nZV1pVV76CkNe8/C+1d00GCRUUVQFSMvo7Pded76bmYX2KzJSz+DIMqy
TdVrgG9Fp6XTF080aKJGe6NapsFhIHKS+Q7mLOXpXeMONgK+e3dX7rsDxsY7hF+j
0gwsHr jV7kWvwJIvD IhzGW6xbpr4DRmdcao19Créo=

# Export the CA certificate in the PKI domain to a file named cacert in PEM format.
<Sysname> system-view
[Sysname] pki export domain domainl pem ca filename cacert

# Display the CA certificate or the CA certificate chain in the PKI domain on the terminal.
<Sysname> system-view
[Sysname]pki export domain domainl pem ca

MI'1B7jCCAVcCEQCASVShIFEMi FVG8zRROoSSWMAOGCSQGS 1b3DQEBBQUAMDCXCzAJ
BgNVBAYTAMNuMQwwCgYDVQQKEWNoM2MxDDAKBgNVBASTA2gzYzEMMAOGALUEAXMD
YWNhMB4XDTEXMDEWN jAyNTCONFOXDTEZMT IwMTAZMTMyMFowODELMAKGA1UEBhMC
Y24xDDAKBgNVBAOTA2gzYzEMMAOGALUECXMDaDN jMQOwWCwYDVQQDEWRhYWNhMIGF
MAOGCSqGS Ib3DQEBAQUAAAGNADCB 1 QKBgQDcuJsWhAJXEDmowGbhb5z7VDVms54TKi
xnaNJCWvBOrU64ftvpVB7xQekbk JgASOF jDyXILQ81yl1sY Ip5ebJr8P+n9i9P17j
I1Bx5mi4Xel 1dyv20j FNx50SQ+gWY9/m1R8uv13RS05r3rxPg+7EvKBjmiyO0Giddw
vu3Y3Wr jBPp6GQIDAQABMAOGCSqGS I1b3DQEBBQUAA4AGBAJrQddzVQEiy4AcgtzUL
1tkmImWoz87+jUsgFB+H+xey 1 ZE4sancTf2UwH8kXWqZ5AuReFCCBC2fkvvQvUGnV
cso7JIXAhTw8sUFok9eHz2R+GSoEK5BZFzZ8eCmNyGg9 In6mIsO01hAgMpsCW6G2zh
5mus7FTHhywXpJ22/fnHg61m

M11B8DCCAVKCEQD2PBUX/rvs INwWOUTrZB3DIMAOGCSqGS Ib3DQEBBQUAMDOXCZAJ
BgNVBAYTAMNUMQwwCgYDVQQKEWNOM2MXDDAKBgNVBASTA29gzYzEPMAOGALUEAXMG
cm9mdcGNhMBAXDTEXMDEWN JAYNTY10FoXDTEZMT IWNDAZMTMXMFowNzELMAKGALUE
BhMCY24xDDAKBgNVBAOTA2gzYZEMMAOGALUECXMDaDN jMQwwCgYDVQQDEWNhY2Ew
gZ8wDQYJKoZ IhveNAQEBBQADgYOAMIGJAOGBAOek IR7DpeEV72N10Lz+dyd IDTX0
zVZDdPxF1gQYWSTI1BwwFKJIEYQ/4y8V 11D ImOEGTM4dsOX/QFwudhl/Czkio3dWLh
Q1ly5XCJy68vQKrB82Wz2mah5Nuekus3LSZZBoZKTAOY5MCCMFcULM858dtSq15Sh
XF7tKSeAT7ARIIXTAgGMBAAEWDQYJKoZ IhveNAQEFBQADgYEADJQCo6mMORNuUpOewa
1tX4XK/tYcIXAQWMAO TuwaWpr+ofqVvVvgYBPwVpYghJDOu I ZXKdR2pFQOA4F35wM
Vz6kAuj LATSEALGWIACUWa5PHWVgJIk9BDEXhKSJ2e7odmrg/iROhJjcINMV3pvis
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CuFiCLXRQCMGhCNHIOn4wuydssc=

M1 1B8jCCAVSCEFxy3MS1Q835MrnBk1/dUPYwDQYJKoZ IhvcNAQEFBQAWO jELMAKG
A1UEBhMCY24xDDAKBgNVBAOTA2gzYZzEMMAOGAL1UECXMDaDN jMQ8wDQYDVQQDEWZY
b290Y2EWHhcNMTEWMTA2MD 1 IMTQXWhcNMTMxM j ASMDMxMj AW j ABMQswCQYDVQQG
EwJ j b j EMMAOGALUEChMDaDN jMQuwwCgYDVQQLEWNoM2MxDzANBgNVBAMTBNJvb3R j
YTCBnzANBgkghk i GOWOBAQEFAAOB j QAWgYKCgYEAXP2XLFE230zg6MhwZvAomOxa
7tclr4bESXZu3UBKNo3Ay9kQm2HrDOA I zvZXFLU7Gx22ga2Qdz0l 1eZ+EQrYHTyO
pBcejDjal/ZtvgnjXyHFoG8nS+P7n83BKRj/Fu7Yz4zj TKMbCF2EFhEYXXIr4ANSXA
ThC9gg9S23vNXStmWvsCAWEAATANBgkghk i GOWOBAQUFAAOBQQBESU7X77sdZ1Nn
01981h0gA5g7SEEIpl+pwZj jrHOFVHWO1e4JIWhHjyHqrOoyfXYqe7vH4SXp5SMHEQT
14nK 1EbexbPONspebtznxv4/xTjd1aM2rfQ95jJ/SN8H8K 1y YZy 1s3t5Q+V35x1
cef+NMWgZBzwXOSPOWC9O+pC2ZNi I pg==

# Export the local certificates and their private keys in the PKI domain to a file named cert-lo.der in
PKCS12 format. The password for the private keys is 123.

<Sysname> system-view
[Sysname] pki export domain domainl pl2 local passphrase 123 filename cert-lo.der

# Export all certificates in the PKI domain to a file named cert-all.p7b in PKCS12 format.
<Sysname> system-view
[Sysname] pki export domain domainl pl2 all passphrase 123 filename cert-all.p7b

Related commands
pki domain

pki import

Use pki importtoimport the CA certificate, local certificates, or peer certificates for a PKI domain.

Syntax
pki import domain domain-name {der { ca | local | peer } filename Ti1lename
| pl2 local filename filename | pem { ca | local | peer } [ filename
filename ]}

Views

System view
Predefined user roles

network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 13.

Table 13 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
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Character name Symbol Character name Symbol

Vertical bar | Quotation marks

Colon : Apostrophe

der: Specifies the DER certificate file format, including PKCS#7.
pl2: Specifies the PKCS#12 certificate file format.

pem: Specifies the PEM certificate file format.

ca: Specifies the CA certificate.

local: Specifies the local certificates.

peer: Specifies the peer certificates.

filename filename: Specifies a certificate file name, a case-insensitive string. For a certificate in
PEM format, you can also choose to copy and paste the certificate contents on the terminal instead
of importing from a file.

Usage guidelines
Use this command to import a certificate in the following situations:
e  The CRL repository is not specified or the CA server does not support SCEP.

e  The certificate is packed with the server generated key pair in a single file. Only certificate files
in PKCS12 or PEM format can contain key pairs.

Before you import certificates, complete the following tasks:

e Use FTP or TFTP to upload the certificate files to the storage media of the device. If FTP or
TFTP is not available, display and copy the contents of a certificate to a file on the device. Make
sure the certificate is in PEM format because only certificates in PEM format can be imported by
this means.

e  Forthe local certificates or peer certificates to be imported, the correct CA certificate chain must
exist. The CA certificate chain can be stored on the device, or carried in the local certificates or
peer certificates. If the PKI domain, the local certificates, or the peer certificates do not have the
CA certificate chain, you must import the CA certificate first. To import a local or peer certificate,
a CA certificate chain must exist in the PKI domain, or be carried in the local or peer certificate.
If not, obtain it first.

When you import the local or peer certificates:

. If the local or peer certificates contain the CA certificate chain, you can import the CA certificate
and the local or peer certificates at the same time. If the CA certificate already exists in a PKI
domain, the system prompts you whether to overwrite the existing CA certificate.

. If the local or peer certificates do not contain the CA certificate chain, but the CA certificate
already exists in a PKI domain, you can directly import the certificates.

You can import the CA certificate to a PKI domain when either of the following conditions is met:

e  The CA certificate to be imported is the root CA certificate or contains the certificate chain with
the root certificate.

° The CA certificate contains a certificate chain without the root certificate, but can form a
complete certificate chain with an existing CA certificate on the device.

Contact the CA administrator to get information as prompted in the following scenarios:

e  The system prompts you to confirm the certificate's fingerprint in the following situation:

o The certificate file to be imported contains the root certificate, but the root certificate does
not exist in any PKI domains on the device.

o The root-certificate fingerprint command is not configured in the PKI domain
to which the certificate file is to be imported.
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e  The system prompts you to enter the challenge password used for encrypting the private key if
the local certificate to be imported contains a key pair.

When you import a local certificate file that contains a key pair, you can choose to update the domain
with the key pair. Depending on the purpose of the key pair, the following conditions might apply:

e Ifthe purpose of the key pair is general, the device uses the key pair to replace the local key pair
that is found in this order:

a. General-purpose key pair.
b. Signature key pair.
c. Encryption key pair.
. If the purpose of the key pair is sighature, the device uses the key pair to replace the local key
pair that is found in this order:
a. General-purpose key pair.
b. Signature key pair.

e If the purpose of the key pair is encryption, the device searches the domain for an encryption
key pair.

If a matching key pair is found, the device asks whether you want to overwrite the existing key pair on
the device. If no match is found, the device asks you to enter a key pair name (defaulting to the PKI
domain name). Then, it generates the key pair according to the key algorithm and the purpose
defined in the certificate file.

The import operation automatically updates or generates the correct key pair. When you perform the
import operation, be sure to save the configuration file to avoid data loss.

Examples
# Import CA certificate file rootca_pem.cer in PEM format to PKI domain aaa. The certificate file
contains the root certificate.
<Sysname> system-view
[Sysname] pki import domain aaa pem ca Ffilename rootca_pem.cer
The trusted CA"s finger print is:
MD5 fingerprint:FFFF 3EFF FFFF 37FF FFFF 137B FFFF 7535
SHA1l fingerprint:FFFF FF7F FF2B FFFF 7618 FF4AC FFFF OA7D FFFF FF69
Is the finger print correct?(Y/N):y

[Sysname]

# Import CA certificate file aca_pem.cer in PEM format to PKI domain bbb. The certificate file does
not contain the root certificate.

<Sysname> system-view

[Sysname] pki import domain bbb pem ca filename aca_pem.cer

[Sysname]

# Import local certificate file local-ca.p12 in PKCS12 format to PKI domain bbb. The certificate file
contains a key pair.

<Sysname> system-view

[Sysname] pki import domain bbb pl2 local filename local-ca.pl2

Please input challenge password:

[Sysname]

# Import the local certificate in PEM format to PKI domain bbb by copying and pasting the contents
of the certificate. The certificate contains the key pair and the CA certificate chain.

<Sysname> system-view

[Sysname] pki import domain bbb pem local

Enter PEM-formatted certificate.
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End with a Ctrl+c on a line by itself.

Bag Attributes

localKeylD: 01 00 00 00

friendlyName: {F7619D96-3AC2-40D4-B6F3-4EAB73DEED73}

Microsoft CSP Name: Microsoft Enhanced Cryptographic Provider v1.0
Key Attributes

X509v3 Key Usage: 10

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,8DCE37F0A61A4B8C

k9C3KHY5S3EtnF5i1QymvHYYrVFy5ZdjSasUS5y4XFubjdcvmpFHQteMjDOGKX6+x0
kuKbvpyCnWsPVg56sL/PDRyrRmgLmtUV3bpyQsFXgnc7p+Snj3CG2C i owIXApybW
Ec1TDCD75yuQckpVQdhguTvoPQXF9zHmiGu5jLKkySp2k7ec/Mc97EF+qqpfnHpQp
GDmMgnFpp597zB210GIbGzIPcsjoT+EGPZg6B1KrPiCyFim95L9dWVwX9sk+U1ls2
+8wqac8jETwwMOUZINGJI50JJz1QY 1 zMbcrw+S5WIPXACTIz1cldIBlblkpc+7mecX
AW+MxFzsL881J99T72eu4 iUNsy26g0BZMAcc1sJA3A4wIRNhFs9OhSG43S3hAhS i
JPp720LFYBIKQHN/MgMCZASWDJI5G0eSXQt9QymHAth4BiTO9v7zetnQqf4q8plfd/
Xqd9zEF 1BPpoJFtJIgXwxHUCKgw6kJeC4CxHvi9ZCIU/upg9 lpiguFPoaDOPia+Pm
GbRgSyy55c1Vde5G0ccGN1DZ94DW7AypazglpBbrklYAdjFPRmg+zMOdyqsGMTN j
Jnhel51784pNOAKuGi0i/uXmRRcFfoMh6gANK6YZGS7rOLCICTPmy8FgY+/S19d9x
Q00ru01psxzh9c2YfuaiXFIx0auKl605+ZZYn7Rg/xy2Y0awVP+d0925GoAcHO40
cCl16jA/HsGAU9HKpwKHL35 ImBDRLEZzQeBFcaGwSm1JIvRFE4tkIM7+Uz2QHIOFP10
0VLgMgxMIpk3TvBWgzHGJIDe7TdzFCDPMPhod8p 14P8gGXmQd01PbyQ==

Bag Attributes

localKeylD: 01 00 00 00
subject=/CN=sldsslserver
issuer=/C=cn/0=ccc/0U=sec/CN=ssl

MI1CjzCCAFigAwlBAgIRAJoDN+shVrofVHbk11S1qfcwDQYJKoZ I hveNAQEFBQAW
NzELMAKGA1UEBhMCY24xDDAKBgNVBA0TA2gzYZzEMMAOGALUECXMDc2VjMQwwCgYD
VQQDEWNzc2wwHhcNMTAXMDE1IMDEYyMzA2WhcNMT IwNz 12MDY zMDUOW j AXMRUWEWYD
VQQDEwxzbGRzc2xzZXJ2ZX 1wgZ8wDQYJKoZ IhvcNAQEBBQADgYOAMIGJAOGBAMLP
N3aTKV7NDnd 10kOPpi i kYPgxVih/geMXR3iYaANbcvRX07/FMD INNHINBAZhCDvp
rF055210GiPy 10WwmFMK12TSL7sHvIrxr00drFrgtWlbW+DsNGNcFSKZy3RvIngC2k
ZZgBeFPUytP185JUhbOrVauDlisZi6NNshcl jd2BAgMBAAGjgbowgbcwHwYDVROj
BBgwFoAUmMoMpEynZYoPLQdR1L IKhZjg8kBEwDgYDVROPAQH/BAQDAgP4MBEGCWCG
SAGG+E 1BAQQEAWI GQDASBgNVHREECzAJggdoM2MuY29tMBOGA1UdDgQWBBQ8dpWb
3cJ/X5iDt8eg+JkeS9cvI jA+BgNVHRB8ENzA1MDOgMaAvhi 1odHRwO i 8vczAzMTMw
LmgzYy50dWF3ZWktM2NvbS5 jb206NDQ3L3NzbC5 jcmwwDQYJKoZ I hveNAQEFBQAD
gYEAYS15x0kW474 1udtwNzEy5dP jMSwitwfm/UK01S8GQJGV5tI9ZNi THFGNEFX7k
zxBp/JIPpcFM8hapAfrVHdQ/wstqOpVDdBkrVF6XKIBks6XgCvR132gcaQt9yrQd9
5RbWdetuBl judjFj25airYO2u7plLeVmdWWx3WVvZBz008KU=

Bag Attributes: <Empty Attributes>

subject=/C=cn/0=ccc/0U=sec/CN=ssl
issuer=/C=cn/0=ccc/0U=sec/CN=ssl
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M1 1B7DCCAVUCEG+jJTPxxiE67pl2FFOSnOMwWDQYJKoZ I hveNAQEFBQAWNZELMAKG
A1UEBhMCY24xDDAKBgNVBAOTA2gzYZEMMAOGALUECXMDc2VjMQuwCgYDVQQDEWNZ
c2wwHhcNMDkwNzMxMDYOODQ2WhcNMT IwNz 15MDYyODU4Wj A3MQswCQYDVQQGEwJ j
b j EMMAoGA1UEChMDaDN jMQuwwCgYDVQQLEwNzZWMxDDAKBgNVBAMTA3NzbDCBnzAN
Bgkghk i GOWOBAQEFAAOB j QAWgYKCgYEAt8QSMetQ70GONI Fh7i1JkvGQ8nC15zCF1
cqC/RcJIhE/88LkKyQcu9j+Tz8Bk9Qj2UPaZdrk8fOrgtBsa71Z+U03j3130q84 1+
HjWg8yxVLRQahU3gqJze6pGR210s76u6GRyCX/zizGrHKgY INNxK44NyRZx2k1Q2
tKQATPXCP 1 KCAWEAATANBgkghk 1 GOWOBAQUFAAOBgQBWsaMgRbBMtYNrrYCMjY6g
c7PBjvajVOKNUMxaDalePmXfKCx191+PKM7+i81/zLcoQ0+sHbva26a2/C4sNvoJ
2QZs6GtA0ahP6CDgXC5VUNBUGeTKNK j L+mF6uuDeMxr IDNhaOiymdrXXVIp5culu
F17xgArs8Ks6aXDXM1o4DQ==

Please input the password:********
Local certificate already exist, confirm to overwrite it? [Y/N]:y

The PKI domain already has a CA certificate. If it is overwritten, local certificates,
peer certificates and CRL of this domain will also be deleted.

Overwrite it? [Y/N]:y
The system is going to save the key pair. You must specify a key pair name, which is a

case-insensitive string of 1 to 64 characters. Valid characters include a to z, A to Z,
0 to 9, and hyphens (-).

Please enter the key pair name [default name: bbb]:

The key pair already exists.
Please enter the key pair name:
import-key

Related commands
display pki certificate
public-key dsa
public-key ecdsa

public-key rsa

pki request-certificate

Use pki request-certificate to submit a local certificate request or generate a certificate
request in PKCS#10 format.

Syntax

pki request-certificate domain domain-name [ password password ] [ pkcs10
[ Filename filename ] ]

Views
System view
Predefined user roles

network-admin
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Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 14,

Table 14 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe '

password password: Sets the password for certificate revocation, a case-sensitive string of 1 to
31 characters. The password is contained in the certificate request and must be provided if the
certificate is revoked.

pkcs10: Displays BASE64-encoded PKCS#10 certificate request information, which can be used to
request a certificate by an out-of-band means, like phone, disk, or email.

filename filename: Specifies a local file for saving the certificate request in PKCS#10 format.
The Filename argument is case-insensitive.

Usage guidelines
If SCEP fails, you can perform one of the following tasks:
e  Use the pkcs10 keyword to print the BASE64-encoded request information.

e Use the pkcs10 Filename filename option to save the request information to a local file
and transfer the file to the CA by using an out-of-band means. The file name can contain an
absolute path. If the specified path does exist, the request information cannot be saved.

This command is not saved in the configuration file.
Examples

# Display information about the certificate request in PKCS#10 format.
<Sysname> system-view
[Sysname] pki request-certificate domain aaa pkcsl0

*** Request for general certificate ***

M1 1BTDCBtg I BADANMQswCQYDVQQDEwJga jCBnzANBgkghk i GOWOBAQEFAAOB j QAW
gYkCgYEAWSDYr j80oFs9THA4ezkDcQPBY8pvH1kumampPsJImx8sGG52NFtbrDTNTTS
ALx3LJ1i jB3d/ndKpcHT/DfbJVDCn5gdw32tBZyCKkEWMHZN3012z7Nmdcu5TED6iN8
4Am+hFp1QWoV6 I ty309pxAXuQI8peUDcFN6WV3LBXYyY 1 1WCtKLKECAWEAAQAAMAOG
CSqGS1b3DQEBBAUAA4AGBAABE7Bal dmT6NVCZgv/ 1 /1tqZH3TS4e4H9Qo5N 1 CKiEw
R8owVmMAOXVtGMbygBNcDTGOF5NbHIrXZQT5+MbFJONm5K/mn1ro5TIKMTKV46P1CZ
JUjsugaY02GBYOBVcy lpC9i I XLuXNIgjh1MBIgVsal lQOHS7YMvnop6hXAQIkM4c

# Request the local certificates.
[Sysname] pki request-certificate domain openca
Start to request general certificate ...
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Request certificate of domain openca successfully
Related commands
display pki certificate

pki retrieve-certificate

Use pki retrieve-certificate to obtain a certificate from the certificate distribution server.

Syntax

pki retrieve-certificate domain domain-name { ca | Ilocal | peer
entity-name }

Views
System view
Predefined user roles
network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 15.

Table 15 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe

ca: Specifies the CA certificate.
local: Specifies the local certificates.

peer entity-name: Specifies a peer entity by its name, a case-insensitive string of 1 to 31
characters.

Usage guidelines
In online mode:

e  You can obtain the CA certificate through the SCEP protocol. If a CA certificate already exists
locally, do not obtain the CA certificate again. To obtain a new CA certificate, use the pKki
delete-certificate command to remove the CA certificate and local certificates, and
then obtain the CA certificate again.

e You can obtain local certificates or peer certificates through the LDAP protocol. If a PKI domain
already has local certificates or peer certificates, you can still perform the obtain operation and
the obtained local certificates or peer certificates overwrite the existing ones. If RSA is used, a
PKI domain can have two local certificates, one for signing and the other for encryption.
Certificates for different purposes do not overwrite each other.

The obtained CA certificate, local certificates, and peer certificates are automatically verified before
they are saved locally. If the verification fails, they are not saved.

This command is not saved in the configuration file.
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Examples

# Obtain the CA certificate from the certificate distribution server. (This operation requires the user to
confirm the fingerprint of the root CA certificate.)

<Sysname> system-view
[Sysname] pki retrieve-certificate domain aaa ca
The trusted CA"s finger print is:
MD5 fingerprint:5C41 E657 AOD6 ECB4 6BD6 1823 7473 AABC
SHA1 fingerprint:1616 E7A5 D89A 2A99 9419 1C12 D696 8228 87BC C266
Is the finger print correct?(Y/N):y

# Obtain the local certificates from the certificate distribution server.
<Sysname> system-view
[Sysname] pki retrieve-certificate domain aaa local

# Obtain the certificate of the peer entity en1 from the certificate distribution server.
<Sysname> system-view
[Sysname] pki retrieve-certificate domain aaa peer enl

Related commands
display pki certificate
pki delete-certificate

pki retrieve-crl

Use pki retrieve-crl to obtain CRLs and save them locally.
Syntax
pki retrieve-crl domain domain-name
Views
System view
Predefined user roles
network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 16.

Table 16 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks "

Colon : Apostrophe

Usage guidelines

CRLs are used to verify the validity of the local certificates and the peer certificates in a PKI domain.
To obtain CRLs, a PKI domain must have the correct CA certificate.
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The URL of the CRL repository is specified by using the crl url command.

The device can obtain CRLs from the CRL repository through the HTTP, LDAP, or SCEP protocol.
Which protocol is used depends on the configuration of the CRL repository in the PKI domain:

e If the specified URL of the CRL repository is in HTTP format, the device obtains CRLs through
the HTTP protocol.

e |If the specified URL of the CRL repository is in LDAP format, the device obtains CRLs through
the LDAP protocol. If the specified URL does not have a host name, for example,
Idap:///ICN=8088,0U=test,U=rd,C=cn, you must specify the LDAP server's URL for the PKI
domain by using the Idap server command. The device can obtain the complete URL of the
LDAP repository by combining the URLs of the LDAP server and of the CRL repository.

. If the PKI domain is not configured with the CRL repository, the device looks up the local
certificates and then the CA certificate for the CRL repository. If a CRL repository is found, the
device obtains CRLs from the CRL repository. If no CRL repository is found, the device obtains
CRLs through the SCEP protocol.

Examples

# Obtain CRLs from the CRL repository.
<Sysname> system-view
[Sysname] pki retrieve-crl domain aaa

Related commands
crl url

ldap server

pki storage

Use pki storage to specify the storage path for the certificates or CRLs.
Use undo pki storage to restore the default.
Syntax
pki storage {certificates | crls }dir-path
undo pki storage { certificates | cris}
Default

Certificates and CRLs are stored in the PKI directory on the storage media of the device. The PKI
directory is automatically created when a certificate is successfully requested, obtained, or imported
for the first time.

Views
System view
Predefined user roles
network-admin
Parameters
certificates: Specifies a storage path for certificates.
crls: Specifies a storage path for CRLs.

dir-path: Specifies a storage path, a case-sensitive string, which cannot start with a slash (/) or
contain two dots plus a slash (../). The dir-path argument specifies an absolute path or a relative
path, and the path must exist.
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Usage guidelines
The specified storage path must be on the master device.
If the path to be specified does not exist, use the mkdir command to create the path first.

Certificate files use the .cer or .p12 file extension. CRL files use the .crl file extension. After you
change the storage path for certificates or CRLs, the certificate files and CRL files in the original path
are moved to the new path.

Examples

# Specifies flash:/pki-new as the storage path for certificates.
<Sysname> system-view
[Sysname] pki storage certificates flash:/pki-new

# Specifies pki-new as the storage path for CRLs.
<Sysname> system-view
[Sysname] pki storage crls pki-new

pki validate-certificate

Use pki validate-certificate to verify the validity of certificates.
Syntax

pki validate-certificate domain domain-name { ca | local }
Views

System view
Predefined user roles

network-admin
Parameters

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters.
The domain name cannot contain the special characters listed in Table 17.

Table 17 Special characters

Character name Symbol Character name Symbol
Tilde ~ Dot

Asterisk * Left angle bracket <
Backslash \ Right angle bracket >
Vertical bar | Quotation marks

Colon : Apostrophe

ca: Specifies the CA certificate.
local: Specifies the local certificates.
Usage guidelines

Generally, certificates are automatically verified when you request, obtain, or import them, or when
an application uses PKI.

You can also use this command to manually verify a certificate in the following aspects:
e  Whether the certificate is issued by a trusted CA.
e  Whether the certificate has expired.
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e  Whether the certificate is revoked. This check is performed only if CRL checking is enabled.
When CRL checking is enabled:

e  To verify the local certificates, if the PKI domain has no CRLs, the device looks up the locally
saved CRLs. If a correct CRL is found, the device loads the CRL to the PKI domain. If no correct
CRL is found locally, the device obtains a correct CRL from the CA server and saves it locally.

e  To verify the CA certificate, CRL checking is performed for the CA certificate chain from the
current CA to the root CA.

Examples

# Verify the validity of the CA certificate in PKI domain aaa.
<Sysname> system-view
[Sysname] pki validate-certificate domain aaa ca
Verifying certificate......
Serial Number:
f6:3c:15:31:fe:bb:ec:94:dc:3d:b9:3a:d9:07:70:e5
Issuer:
C=cn
O=ccc
OU=ppp
CN=rootca
Subject:
C=cn
O=abc
OU=test
CN=aca

Verify result: OK
Verifying certificate......
Serial Number:
5c:72:dc:c4:a5:43:cd:¥9:32:b9:¢1:90:8F:dd:50:f6
Issuer:
C=cn
O=ccc
OU=ppp
CN=rootca
Subject:
C=cn
O=ccc
OU=ppp
CN=rootca

Verify result: OK

# Verify the local certificates in PKI domain aaa.
<Sysname> system-view
[Sysname] pki validate-certificate domain aaa local
Verifying certificate......
Serial Number:
bc:05:70:1f:0e:da:0d:10:16:1e
Issuer:
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C=CN
O=sec
OU=software
CN=bca

Subject:
0=0penCA Labs
OU=Users
CN=Fips fips-sec

Verify result: OK

Related commands

crl check
pki domain

public-key dsa

Syntax

Default

Views

Use public-key dsa to specify a DSA key pair for certificate request.

Use undo public-key to restore the default.

public-key dsa name key-name [ length key-length 7]
undo public-key

No key pair is specified for certificate request.

PKI domain view

Predefined user roles

network-admin

Parameters

name key-name: Specifies a key pair by its name, a case-insensitive string of 1 to 64 characters.
The key pair name can contain only letters, digits, and hyphens (-).

length key-length: Specifies the key length, in bits. In non-FIPS mode, the value range is 512
to 2048, and the default is 1024. In FIPS mode, the value must be 2048. A longer key means higher
security but more public key calculation time.

Usage guidelines

You can specify a nonexistent key pair in this command. A key pair can be obtained in any of the
following ways:

e Usethe public-key local create command to generate a key pair.

e An application, like IKE using digital signature authentication, triggers the device to generate a
key pair.

e Usethe pki import command to import a certificate containing a key pair.

A PKI domain can have key pairs using only one type of cryptographic algorithm (DSA, ECDSA, or
RSA).
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If you configure a DSA key pair for a PKI domain multiple times, the most recent configuration takes
effect.

The length key-length option takes effect only if you specify a nonexistent key pair. The device
will automatically create the key pair by using the specified name and length before submitting a
certificate request. The length key-length option is ignored if the specified key pair already
exists or is already contained in an imported certificate.

Examples

# Specify 2048-bit DSA key pair abc for certificate request.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] public-key dsa name abc length 2048

Related commands
pki import
public-key local create

public-key ecdsa

Use public-key ecdsa to specify an ECDSA key pair for certificate request.
Use undo public-key to restore the default.

Syntax
In non-FIPS mode:

public-key ecdsa name key-name [ secpl92rl | secp256rl | secp384rl |
secp521rl ]

undo public-key
In FIPS mode:
public-key ecdsa name key-name [ secp256rl | secp384rl | secp521rl ]
undo public-key
Default
No key pair is specified for certificate request.
Views
PKI domain view
Predefined user roles
network-admin
Parameters

name key-name: Specifies a key pair by its name, a case-insensitive string of 1 to 64 characters.
The key pair name can contain only letters, digits, and hyphens (-).

secpl92rl: Uses the secpl92rl curve to generate the key pair. The secpl192rl curve is used by
default in non-FIPS mode.

secp256rl: Uses the secp256rl curve to generate the key pair. The secp256rl curve is used by
default in FIPS mode.

secp384rl: Uses the secp384rl curve to generate the key pair.

secp521rl: Uses the secp521rl curve to generate the key pair.
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Usage guidelines
You can specify a nonexistent key pair for a PKI domain.
A key pair can be obtained in any of the following ways:
e Usethe public-key local create command to generate a key pair.

e An application, like IKE using digital signature authentication, triggers the device to generate a
key pair.

e Usethe pki import command to import a certificate containing a key pair.

A PKI domain can have key pairs using only one type of cryptographic algorithm (DSA, ECDSA, or
RSA).

If you configure an ECDSA key pair for a PKI domain multiple times, the most recent configuration
takes effect.

The specified elliptic curve takes effect only if you specify a nonexistent key pair. The device will
automatically create the key pair by using the specified name and curve before submitting a
certificate request. The curve parameter is ignored if the specified key pair already exists or is
already contained in an imported certificate.

Examples

# Specify 384-bit ECDSA key pair abc for certificate request.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] public-key ecdsa name abc secp384ril

Related commands
pki import

public-key local create

public-key rsa

Use public-key rsa to specify an RSA key pair for certificate request.

Use undo public-key to restore the default.

Syntax
public-key rsa { { encryption name encryption-key-name [ length key-length ]
| signature name signature-key-name [ length key-length ] } * | general name
key-name [ length key-length] }
undo public-key

Default
No key pair is specified for certificate request.

Views

PKI domain view
Predefined user roles
network-admin
Parameters
encryption: Specifies a key pair for encryption.

name encryption-key-name: Specifies a key pair name, a case-insensitive string of 1 to 64
characters. The key pair name can contain only letters, digits, and hyphens (-).
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signature: Specifies a key pair for signing.

name sighature-key-name: Specifies a key pair name, a case-insensitive string of 1 to 64
characters. The key pair name can contain only letters, digits, and hyphens (-).

general: Specifies a key pair for both signing and encryption.

name key-name: Specifies a key pair name, a case-insensitive string of 1 to 64 characters. The key
pair name can contain only letters, digits, and hyphens (-).

length key-length: Specifies the key length, in bits. In non-FIPS mode, the value range is 512
to 2048, and the default is 1024. In FIPS mode, the value must be 2048. A longer key means higher
security but more public key calculation time.

Usage guidelines

You can specify a nonexistent key pair in this command. You can get a key pair in any of the following
ways:
e Usethe public-key local create command to generate a key pair.

e An application, like IKE using digital signature authentication, triggers the device to generate a
key pair.
e Usethe pki import command to import a certificate containing a key pair.

A PKI domain can have key pairs using only one type of cryptographic algorithm (DSA, ECDSA, or
RSA).

A PKI domain can have two RSA key pairs of different purposes: one is the signing key pair, and the
other is the encryption key pair. If you configure an RSA signing key pair or RSA encryption key pair
multiple times, the most recent configuration takes effect. The RSA signing key pair and encryption
key pair do not overwrite each other.

If you specify a signing key pair and an encryption key pair separately, their key length can be
different.

The length key-length option takes effect only if you specify a nonexistent key pair. The device
will automatically create the key pair by using the specified name and length before submitting a
certificate request. The length key-length option is ignored if the specified key pair already
exists or is already contained in an imported certificate.

Examples
# Specify 2048-bit general purpose RSA key pair abc for certificate request.

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] public-key rsa general name abc length 2048

# Specify the following RSA key pairs for certificate request:

e  2048-bit RSA encryption key pair rsal.

e  2048-bit RSA signing key pair sig1.

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] public-key rsa encryption name rsal length 2048
[Sysname-pki-domain-aaa] public-key rsa signature name sigl length 2048

Related commands
pki import
public-key local create
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root-certificate fingerprint

Syntax

Default

Views

Use root-certificate fingerprint to set the fingerprint for verifying the root CA certificate.

Use undo root-certificate fingerprint to restore the default.

In non-FIPS mode:

root-certificate fingerprint { md5 | shal } string
undo root-certificate fingerprint

In FIPS mode:

root-certificate fingerprint shal string

undo root-certificate fingerprint

No fingerprint is set for verifying the root CA certificate.

PKI domain view

Predefined user roles

network-admin

Parameters

md5: Sets an MD5 fingerprint.
shal: Sets an SHAL fingerprint.

string: Sets the fingerprint in hexadecimal notation. If you specify the MD5 keyword, the fingerprint
is a string of 32 characters. If you specify the SHA1 keyword, the fingerprint is a string of 40
characters.

Usage guidelines

If you set the certificate request mode to auto for a PKI domain that does not have a CA certificate,
you must configure the fingerprint for root CA certificate verification. When an application (for
example, IKE) triggers the device to request local certificates, the device automatically performs the
following operations:

1. Obtains the CA certificate from the CA server.

2. Compares the fingerprint contained in the root CA certificate with the fingerprint configured in
the PKI domain, if either of the following conditions exists:

o The obtained CA certificate is a root certificate.

o The obtained CA certificate is a certificate chain and contains a root certificate that does not
exist on the device.

If the two fingerprints do not match, or if no fingerprint is configured in the PKI domain, the
device rejects the CA certificate and the local certificate request fails.

The fingerprint configured by this command is also used for root CA certificate verification when the
device performs the following operations:

e Imports the CA certificate as requested by the pki import command.
e  Obtains the CA certificate as requested by the pki retrieve-certificate command.

The device compares the fingerprint contained in the root CA certificate with the fingerprint
configured in the PKI domain, if either of the following conditions exists:
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e  The CA certificate to be imported or obtained is a root certificate that does not exist on the
device.

e The CAcertificate to be imported or obtained is a certificate chain and contains a root certificate
that does not exist on the device.

If the two fingerprints do not match, the device rejects the CA certificate. If no fingerprint is configured
in the PKI domain, the device prompts you to manually verify the fingerprint of the root CA certificate.

Examples

# Specify an MD5 fingerprint for verifying the root CA certificate. (This feature is supported only in
non-FIPS mode.)

<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] root-certificate fingerprint md5
12EF53FA355CD23E12EF53FA355CD23E

# Specify an SHAL fingerprint for verifying the root CA certificate.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] root-certificate fingerprint shal
D1526110AAD7527FB093ED7FC037BOB3CDDDAD93

Related commands

rule

Syntax

Default

Views

certificate request mode
pki import
pki retrieve-certificate

Use rule to create an access control rule.

Use undo rule to remove an access control rule.

rule[ id ] {deny | permit} group-name
undo rule id

No access control rules exist.

Certificate-based access control policy view

Predefined user roles

network-admin

Parameters

id: Assigns an ID to the access control rule, in the range of 1 to 16. The default setting is the
smallest unused ID in this range.

deny: Denies the certificates that match the associated attribute group.
permit: Permits the certificates that match the associated attribute group.

group-name: Specifies a certificate attribute group by its name, a case-insensitive string of 1 to 31
characters.
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Usage guidelines

When you create an access control rule, you can associate it with a nonexistent certificate attribute
group.

The system determines that a certificate matches an access control rule when either of the following
conditions exists:

e  The associated certificate attribute group does not exist.
e The associated certificate attribute group does not contain any attribute rules.
e  The certificate matches all attribute rules in the associated certificate attribute group.

You can configure multiple access control rules for an access control policy. A certificate matches the
rules one by one, starting with the rule with the smallest ID. When a match is found, the match
process stops, and the system performs the access control action defined in the access control rule.

Examples

# Create rule 1 to permit all certificates that match certificate attribute group mygroup.
<Sysname> system-view

[Sysname] pki certificate access-control-policy mypolicy
[Sysname-pki-cert-acp-mypolicy] rule 1 permit mygroup

Related commands

attribute
display pki certificate access-control-policy
pki certificate attribute-group

source

Syntax

Default

Views

Use source to specify the source IP address for PKI protocol packets.

Use undo source to restore the default.

source { i1p | ipv6 } { 1ip-address | interface interface-type
interface-number }

undo source

The source IP address of PKI protocol packets is the IP address of their outgoing interface.

PKI domain view

Predefined user roles

network-admin

Parameters

ip iIp-address: Specifies a source IPv4 address.
ipv6 ip-address: Specifies a source IPv6 address.

interface interface-type interface-number: Specifies an interface by its type and
number. The interface's primary IP address or the lowest IPv6 address will be used as the source IP
address for PKI protocol packets.
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Usage guidelines

Use this command to specify the source IP address for PKI protocol packets. You can also specify a
source interface if the IP address is dynamically obtained.

Make sure there is a route between the source IP address and the CA server.

You can specify only one source IP address in a PKI domain. If you execute this command multiple
times, the most recent configuration takes effect.

Examples

state

Syntax

Default

Views

# Specify 111.1.1.8 as the source IP address for PKI protocol packets.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] source ip 111.1.1.8

# Specify 1::8 as the source IPv6 address for PKI protocol packets.

<Sysname> system-view

[Sysname] pki domain 1

[Sysname-pki-domain-1] source ipv6 1::8

# Use the IP address of VLAN-interface 1 as the source IP address for PKI protocol packets.
<Sysname> system-view

[Sysname] pki domain aaa

[Sysname-pki-domain-aaa] source ip interface vlan-interface 1

# Use the IPv6 address of VLAN-interface 1 as the source IPv6 address for PKI protocol packets.
<Sysname> system-view

[Sysname] pki domain 1

[Sysname-pki-domain-1] source ipv6 interface vlan-interface 1

Use state to set the state or province name for a PKI entity.

Use undo state to restore the default.

state state-name
undo state

No state name or province name is set for a PKI entity.

PKI entity view

Predefined user roles

network-admin

Parameters

state-name: Specifies a state or province by its name, a case-sensitive string of 1 to 63 characters.
No comma can be included.

Examples

# Set the state name to countryA for PKI entity en.
<Sysname> system-view
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[Sysname] pki entity en
[Sysname-pki-entity-en] state countryA

usage

Use usage to specify the extensions for certificates.

Use undo usage to remove certificate extensions.

Syntax
usage {ike | ssl-client | ssl-server } *
undo usage [ ike | ssl-client | ssl-server]*

Default

No extensions for certificates are specified. A certificate can be used for IKE, SSL clients, and SSL
servers.

Views
PKI domain view
Predefined user roles
network-admin
Parameters
i ke: Specifies the IKE certificate extension so IKE peers can use the certificates.

ssl-client: Specifies the SSL client certificate extension so the SSL client can use the
certificates.
ssl-server: Specifies the SSL server certificate extension so the SSL server can use the
certificates.

Usage guidelines
If you do not specify any keywords for the undo usage command, this command removes all
certificate extensions.
The extension options contained in a certificate depends on the CA policy, and might be different
from those specified in the PKI domain.

Examples
# Specify the IKE certificate extension.
<Sysname> system-view
[Sysname] pki domain aaa
[Sysname-pki-domain-aaa] usage ike
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